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Dedication

To every business leader who has ever felt overwhelmed by
technology, intimidated by jargon, or frustrated by a partner

who made things more complicated instead of clearer.

To the CEOs, COOs, and operations managers who are
accountable for IT decisions they don't feel qualified to

make.

To the organizations that have survived cyber incidents and

emerged stronger.

And to the teams at small and mid-sized businesses
everywhere who deserve technology that works quietly,
predictably, and safely in the background while they focus
on what they do best.

This book is for you.
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Preface
A Letter to the Business Leader Who Feels

Behind

The Conversation That Started This Book

Three years ago, I sat across from a business owner I will

call Rachel.

She led a financial advisory firm with about thirty
employees. The business was strong. Clients trusted her.
Revenue was growing. Her team was capable and

committed.
Then we shifted the conversation to IT.

Her posture changed. The confidence she carried in every

other area of her company softened.

I know I am supposed to care about this, she said, rubbing
her temples. I know it matters. But I honestly do not know if
what we are doing is good, bad, or somewhere in between.
My IT provider says everything is fine. My cyber insurance
broker says we need to do more. My CFO wants to reduce

expenses. And I am trying to run a business while
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technology feels like a black box I am somehow responsible

for understanding.

She paused for a moment, then said something I have never

forgotten.

I did not go to business school to become an IT expert. But
somehow, I am accountable for decisions that could

seriously damage everything I have built.

That conversation has replayed in my mind hundreds of

times.
Because Rachel is not unusual.
She is typical.

You Are Not Behind

Here is a truth most technology vendors will never say

clearly.

The industry moved faster than the guidance designed to

help you navigate it.

Twenty years ago, business technology was relatively
straightforward. A few servers. A network. Desktop
computers. Maybe someone internally who knew how to fix

things.
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Today, your environment likely includes cloud platforms,
remote employees, mobile devices, third-party software,
compliance obligations, cyber insurance requirements, and
contracts written in language that seems designed to confuse

rather than clarify.

You are expected to approve budgets, assess risk, evaluate
vendors, and sign off on cybersecurity controls you may

have never heard of before.

And no one handed you a manual.

You are not behind.

You were handed accountability without clarity.
The Real Challenge

Most business leaders face the same core issue.

You are responsible for IT outcomes, but you were never

taught what healthy IT actually looks like.

Think about finance. Even if you are not an accountant, you

understand what strong financial performance looks like.

Think about marketing. You can recognize when it is

working and when it is not.
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Think about hiring. You know the difference between a

strong cultural fit and a risky one.

But IT often feels different. More technical. More opaque.

More intimidating.
That gap creates predictable stress.

You struggle to evaluate whether your IT partner is

performing well.
You hesitate when large-budget requests arise.

You cannot always separate meaningful risk from

exaggerated marketing.
And when something goes wrong, you are still accountable.
This book exists to close that gap.

What This Book Will Do For You

By the time you finish reading, you will not become a

technician.
You will become something more important.
An informed decision maker.

You will understand the principles behind stable, secure IT

environments.



You will recognize what maturity looks like.

You will know which questions expose the truth.

You will make investment decisions with greater
confidence.
You will reduce the uncertainty that keeps many leaders

awake at night.
Not because you memorized technical details.
But because you gained a framework.

What This Book Will Not Do

This book will not teach you how to configure a firewall.
It will not walk through server architecture in technical
depth.

It will not turn you into a cybersecurity engineer.

It will not overwhelm you with jargon.
And it will not make you feel inadequate.
If anything, I hope it does the opposite.

I hope it reminds you that your role is not to master every
discipline inside your organization. Your role is to lead

wisely and choose strong partners.
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How This Book Is Organized

We will start by demystifying why IT feels so overwhelming

and what a healthy environment actually looks like.

Then we will explore cybersecurity in practical language

designed for non-technical leaders.

From there, we will navigate the managed services
landscape and equip you with questions that reveal maturity

and discipline.

We will examine the economics of security — first IT, and

why cutting corners often costs more in the long run.

Finally, we will outline practical roadmaps to strengthen
your environment and build a culture that takes security

seriously without becoming paranoid.
Each chapter builds on the one before it.
Clarity grows step by step.

A Brief Word About TorchLight

I want to address this directly.

I am the CEO of TorchLight, a managed IT and

cybersecurity firm.
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This book is not a disguised sales pitch. It is not built around
pressure or manipulation. It is built around conversations

like the one I had with Rachel.

I wrote this because too many capable leaders feel uncertain

about decisions that carry real risk.

If you finish this book and use it to strengthen your current

partnership, that is a win.

If you use it to select a new partner who operates with greater

maturity, that is a win.

If you never contact TorchLight and simply sleep better
because you finally understand what good IT looks like, that

is also a win.
The goal is not to sell you.

The goal is to serve you.
Let Us Begin

Technology is complex. The threat landscape is real. The

stakes are significant.

But after more than two decades in this field, I can tell you

something with confidence.
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Healthy IT is not mysterious.
It is structured.

It is disciplined.

It is achievable.

And once you understand the fundamentals, it becomes far

less intimidating.
You are not behind.
You are about to become informed.

Let us get started.
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Chapter 1

Why IT Feels Harder Than Ever

(And Why It Is Not Your Fault)

If you are a business owner or executive, you probably did
not wake up this morning hoping to spend your afternoon

unraveling an IT mystery.

In fact, if you are honest, you would likely volunteer for
almost anything else. A surprise root canal. Coaching a
youth soccer team you barely understand. Sitting through a

three-hour compliance seminar.
Instead, you get the call.

It starts casually.

Are you seeing this too?

Or it shows up as an unexpected invoice for something you

assumed was already covered.

Or maybe it happens during a staff meeting when someone
says the word 'ransomware' and the room goes quiet. Then

everyone looks at you.

That moment is heavy.
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Whether you feel technical or not, you are the one

responsible.

Technology has quietly become one of the most business-
critical and emotionally draining parts of running a
company. The stakes rise every year. The language gets
more confusing every quarter. The news reminds you every
week that another company just like yours became the latest

cautionary headline.

If this feels overwhelming, it is not because you are behind.
It is because the landscape changed faster than anyone could

hand you a map.

Most small and mid-sized business leaders inherited a
modern digital environment without a handbook. Systems
multiplied. Cloud services expanded. Remote work became
normal. Cybercrime matured into an organized industry.
Regulations tightened. Integrations stacked on top of

integrations.

Twenty years ago, many Fortune 500 companies did not
operate with the level of complexity your business now

manages every single day.

You did not create this environment.



The IT Survival Playbook

But you are expected to navigate it.

That weight can feel unfair. No one handed you a manual
titled How to Lead in the Age of Cybercrime. Yet the

responsibility lands on your desk anyway.
This book exists to change that dynamic.

We are going to turn complexity into clarity.

The Three Things Every Leader Actually Wants
From IT

When leaders talk about IT frustrations, they use different
words. But underneath the surface, the needs are almost

always the same.
1. Stability

You want things to work.

You want emails to send. Files to open. Systems to
load. Updates to install without drama. WiFi to stay
connected during your busiest hour of the week.
You want consistency. You want predictability. You
want your team focused on customers, not
troubleshooting.

You want boring.
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Security

You want to know your business is protected.

You want customer data to be safe.

You want your reputation intact.

You want defenses that match today’s threats, not
yesterday’s.

You do not want to become the story everyone else

reads about.
Clarity

You want someone to explain what is happening in
plain language.

e What does this tool do?

e  Why does it matter?

e What does it cost?

e What risk does it reduce?
You want technology aligned with your business
plan, not floating somewhere outside of it. You want
to make decisions confidently rather than guess.
Any IT partner who fails at even one of these creates

stress that eventually rolls back uphill to you.
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Why IT So Often Feels Out of Control

Most small and mid-sized businesses did not intentionally

design a messy technology environment.
They inherited it.

A server from years ago that still runs because no one wants
to touch it. A firewall installed by someone who no longer
works there. A cloud application that only one employee
truly understands. Ten laptops, ten different ways. A shared
password document everyone knows is risky, but no one

wants to overhaul.

This is how technical debt builds. Quietly. Gradually.
Reasonably.

Every decision made sense at the time.

The problem is not that anyone was careless. The problem is
that no one was given space to step back and build something

cohesive.

Over time, this patchwork creates three predictable

outcomes.
First, fires and surprises.

Second, high stress with low visibility.
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Third, an environment that feels secure, mostly because

nothing bad has happened yet.

You may sense the fragility of it all. You may even want to
fix it. But you worry that changing anything will cause

downtime or disruption. So the status quo stays in place.
This is not a weakness. It is a common leadership tension.

You are responsible for stability today and for protection

tomorrow.
This book will help you unwind that knot.

The Threat Landscape Changed Faster Than

Most Businesses
Cybercrime is no longer a hobbyist problem.
It is an industry.

Attackers operate like startups. They have funding. They
have processes. They have automation. They share
information. Some even provide support portals for their

victims.
That reality creates a difficult equation.

You must defend against organized, industrial-grade threats
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using small company resources.
No wonder leaders feel uneasy.

Even if you do not say it out loud, you may harbor a quiet
concern that a single bad click or an overlooked vulnerability

could cause serious disruption.
For many businesses, that fear is not irrational.

But it is manageable when approached correctly.
A Tale of Two Companies

To make this practical, let me introduce two fictional
companies that represent very real patterns you may

recognize.
Northwind Cabinetry

A thirty-person manufacturing business. Local. Respected.

Hardworking. Margins are tight.

They make do with the IT they have because they always

have.

They outsource to the lowest bidder at renewal time. Things

mostly work. Until they do not.

And when they fail, it never feels random. It happens during
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payroll week. During a client deadline. Right before

someone leaves for vacation.

One workstation crashes, and half the workflow stalls.
Internet instability slows production. A phishing email slips
through, and someone clicks because they were moving fast

and it looked legitimate.

The IT provider responds. There are explanations. There are
recommendations. There is often a conversation about

increasing the budget.
Maybe all of that is reasonable.

But what the owners carry afterward is heavier than the
invoice. It is a persistent feeling of always having to react.

Always slightly behind. Never quite ahead of the next issue.
Summit Financial Services

A twenty-person advisory firm.

Regulated.

Reputation-driven.

They treat IT as a strategic investment. Their managed
service provider enforces cybersecurity standards. Every

system follows a playbook. Every decision has context.
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Their configurations are consistent. Their staff understands
basic cyber hygiene. When incidents occur, they are small

and contained.

They feel in control.

The difference between these companies is not luck.
It is structured.

Summit does not necessarily spend more. Over time, they
often spend less because they prevent chaos rather than pay

for it.
Predictability always costs less than reaction.

The Leadership Burden

There is a sentence I hear constantly from business leaders.

I am expected to make good IT decisions, but I do not feel

qualified.

That belief creates stress and hesitation. It also creates

vulnerability.
Here is the better truth.
You do not need to become technical.

You only need to understand what healthy looks like.
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You do not personally manage accounting, but you know
when financial reporting is strong. You do not run HR daily,
but you recognize a healthy culture. You may not write legal

contracts, but you understand risk.
Technology follows the same principle.

When you understand the patterns behind stable, secure IT,
you can evaluate partners more clearly. You can justify

investments. You can ask better questions.
This book will equip you with that perspective.
A Simple Promise

Good IT is not magic.

It is not chaos.

It is not dependent on luck.

It is the result of repeatable systems, documented standards,
proactive maintenance, and security treated as foundational

rather than optional.

If your environment feels unpredictable, it is usually because
the work behind it is inconsistent. Tools vary by device.
Documentation is thin. Problems are solved one at a time

instead of structurally.
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We are going to change how you see all of this.
No jargon.

No intimidation.

No technical lectures.

Just clarity.

By the time you finish this book, you will understand what a
stable and secure IT environment truly looks like. You will
understand why some providers deliver it consistently, while
others never will. You will know how to evaluate your
current partner without needing a technical background. You
will spot early warning signs of risk. You will align IT with
business goals rather than react to emergencies. Moreover,
you will learn how to future-proof your operations without

constant disruption.

Where We Go From Here

This chapter was about resetting the narrative.
You are not behind.

You are not unqualified.

You are operating in an era where technology has evolved
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faster than leadership guidance.

The chapters ahead will give you a clear path forward. We
will break down the fundamentals of healthy IT. We will
explore what modern cybersecurity looks like when done
properly. We will discuss how to choose a partner who
protects what you have built. And we will expose the traps

that cause most small and mid-sized businesses to struggle.

You deserve technology that works quietly in the
background.
You deserve clarity when decisions need to be made.

You deserve peace of mind.

12
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Chapter 2

The Anatomy of a Healthy IT Environment

(Explained Without Geek Speak)

The simplest way to understand good IT is to picture your

office building.

When the building is well designed, properly wired,
structurally sound, and cleaned regularly, no one talks about
it. You walk in. The lights turn on. The elevator works. The

temperature feels right. You focus on your work.

When it is not well-maintained, it becomes the main
character in your day. The roof leaks during a client meeting.
The lights flicker. The elevator makes a noise that suggests

it has strong opinions about gravity.
Technology works the same way.

Healthy IT fades into the background. It feels calm. It feels
predictable. It quietly supports your team without constantly

asking for attention.

Unfortunately, many organizations are operating inside the
digital version of a building held together by duct tape and

optimism. An aging server hums in a closet no one opens
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anymore. The WiFi network is named after a former
employee’s dog. A firewall was installed years ago and has

not been reviewed since.
No one planned for this state. It simply accumulated.

This chapter is about clarity. What does a healthy modern IT
environment actually look like? Not in technical language.
Not in product brochures. In practical terms you can

understand, evaluate, and ask intelligent questions about.

You do not need to become technical. You only need to
understand the principles that separate stable environments

from fragile ones.
The Five Pillars of Healthy IT

Every stable technology environment rests on five
foundations. If even one is weak, small annoyances become
recurring disruptions. Support tickets multiply. Cyber risk

increases quietly in the background.

Let us walk through them in plain language.
1. Reliable Systems

This is the base layer.

Reliable systems mean your laptops, cloud apps,

14
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network, internet, phones, and file systems behave
consistently. They update without drama. They log
in without mystery. They do not freeze during
important presentations. They do not require a
different workaround every Thursday.

Many leaders assume reliability comes from
expensive hardware or constant upgrades. That is
only part of the story. The real driver is consistency.
When systems are standardized, maintained on
schedule, and monitored proactively, even modest
hardware performs well. When every device is
configured differently, each one becomes an
experiment.

That is where frustration begins.

Consider Northwind Cabinetry.

One Monday morning, half the team could print and half

could not. Nothing dramatic had happened. No storm. No

major update. Just confusion.

The root issue was not the printer. It was drift. Some

machines had updated drivers. Some did not. Some were

configured differently from the start. Over time, small

differences accumulated until they produced visible chaos.

15
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The service provider resolved the immediate issue. The

deeper issue remained. No one was preventing drift.

Reliable systems exist when someone actively protects

consistency.
2. Standardization Across Devices and Users

Standardization rarely sounds exciting. It is not
flashy. It will not win awards. It is one of the most
powerful forces in IT.

Standardization means every laptop follows the same
build process. Every server follows the same rules.
Security settings are applied consistently. Access
permissions are structured intentionally.

To a non-technical leader, this can feel rigid or
unnecessary. In reality, it is what creates freedom.
When environments are standardized, support
becomes faster. Costs decrease. Security strengthens.
New employees onboard smoothly because their
devices look and behave like everyone else’s.
Strong service providers build their operations
around standardization. It requires discipline. It

requires saying no to one-off exceptions that create

16
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future complexity.
If your IT partner never speaks about standards,
policies, or consistent builds, that silence tells you

something important.
. Cloud Done Correctly

The cloud is not magic. It is not a floating digital
space beyond responsibility. It is simply someone
else’s infrastructure in a secure facility.

When used intentionally, the cloud simplifies
operations. When adopted casually, it introduces
invisible risk.

Cloud done correctly has three characteristics.

First, it is intentional. Every cloud system exists for
a clear business reason. It was selected strategically.
It was evaluated for long-term value. Nothing lingers
as a forgotten experiment.

Second, it is secured. Platforms like Microsoft 365
and Google Workspace are powerful. They are not
automatically configured to protect you fully. They
require proper setup, monitoring, and backup. Many
organizations assume their provider protects

everything. That assumption has caused painful

17
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lessons.

Third, it is integrated. Systems communicate with
each other. Data flows logically. Employees are not
copying information between five tools that do not
talk to one another.

Northwind allowed employees to choose tools freely.
Dropbox here. Google Drive there. A personal Gmail
account for sending customer files. A free trial CRM
that no one formally adopted. It worked until it did
not.

Summit Financial took a different approach. One
platform. One login structure. One clear data

strategy. One backup plan. Calm replaced confusion.
Backups That Actually Restore

Few phrases create more false comfort than “Yes, we
back it up.”

Leaders hear it and relax.

The real question is whether those backups restore

completely and quickly when needed.

Healthy backup strategies follow three rules.

They are tested regularly.

18
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e They include everything critical to operations.
e They can be restored in a timeframe the business can

tolerate.
A backup that has never been tested is hope, not strategy.

Strong IT partners perform restore tests and report results.

They do not rely on assumptions. They verify.

The difference becomes obvious during a crisis. That is not

the ideal time to discover gaps.

5. Documentation That Is Current and

Accessible

Documentation is rarely glamorous. It is
foundational.

Accurate documentation includes network diagrams,
device inventories, vendor contacts, licensing
details, password policies, onboarding checklists,
recovery procedures, and cybersecurity response
guides.

When documentation is organized and current, issues
are resolved quickly. Staff transitions are smooth.
Audits feel manageable. Compliance becomes less

intimidating.

19



Nolan Garrett

When documentation is scattered or outdated, every
issue becomes a puzzle. Support takes longer.
Mistakes increase. Risk expands quietly because no
one has a complete picture of the environment.
Summit maintained meticulous documentation.
Every interaction with their provider felt structured
and efficient.

Northwind had a few spreadsheets and an aging
binder from years ago.

It is not difficult to guess which leadership team felt

more confident at night.

Why These Pillars Matter More Than Any New
Tool

It is tempting to believe the solution to instability is a new
firewall, a more advanced security platform, or the latest

software suite.
Tools matter. They are not the foundation.
Tools amplify whatever environment they are placed into.

In a consistent, documented, standardized, well-maintained

environment, even modest tools perform impressively.
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In a chaotic environment, advanced tools generate more
alerts, more noise, and more confusion. Complexity

compounds complexity.
Healthy IT is not about adding layers.
It is about control.

It is about building an environment where problems are
predictable, support is efficient, cybersecurity is strong,

downtime is rare, and leadership has clarity.
These are business outcomes. Not technical outcomes.

You are not investing in servers and licenses. You are

investing in confidence, momentum, and growth.
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A Quick Self-Assessment

(No Technical Knowledge Required)

Pause and answer honestly.

1. Does your IT partner talk about standards and

consistency?

2. Do your devices behave the same way across the

organization?

3. Do you receive evidence that backups are tested?

22
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4. Are your applications connected logically, or are

they chosen independently by users?

5. Is your documentation current and centralized?

6. Do outages feel unusual or routine?
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7. When something breaks, does your team react

calmly or say, not again?

Discomfort around even one question signals vulnerability.

The encouraging part is this. These issues are solvable. They
do not require complexity. They require structure, discipline,

and alignment with leadership.

In the next chapter, we move into cybersecurity. If this
chapter were about constructing a strong house, the next one

is about protecting it.

e Clear thinking.
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e Practical guidance.

¢ No fear-based marketing.

Let us continue.
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Chapter 3

Cybersecurity for Non-Technical Leaders

(What You Actually Need to Know)

If you ask most business leaders how confident they feel

about cybersecurity, you tend to hear one of three answers.
I think we are fine.

[ hope we are fine.

We had an incident once, so we take it seriously now.

Only one of these leads to long-term stability, and it is not

the first.

Cybersecurity sits in a strange category. Everyone agrees it
is important. Very few people feel comfortable discussing it.
It sounds technical. It evolves constantly. It makes headlines

only when something goes terribly wrong.

The paradox is this. When cybersecurity is working, you do
not see it. There are no dramatic alerts. No flashing

dashboards. No interruptions. Everything feels normal.

That quiet, normal experience is exactly what good security

looks like.
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And that is why it is so easy to ignore.

This chapter is not about code, tools, or complex
terminology. It is about logic. Cybersecurity is simply a set
of protective layers designed to reduce risk, limit exposure,

and contain damage when something goes wrong.

You do not need to understand how encryption algorithms

function.

You need to understand how risk is controlled.
The Simple Truth Most SMBs Miss

Cybersecurity is not about blocking every single attack. That

standard is impossible.
Cybersecurity is about making it:

¢ Difficult to get in.
e FEasy to detect early.
e Fast to contain.

e Quick to recover.

Imagine a physical building. You install strong locks. You
add lighting. You place cameras at the entrances. You train
staff not to prop open doors. You install fire alarms and

sprinklers.
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None of that guarantees that nothing bad will ever happen.

It ensures that if something does happen, it does not turn into

a catastrophe.
That is cybersecurity in plain terms.

Control the damage before the damage controls you.
What Cybercriminals Actually Want

Most attacks are not personal.

Attackers are not studying your company culture. They are
not obsessed with your brand story. They are running

automated systems at scale.
Cybercrime is industrialized.

e Automated tools scan the internet for weaknesses.

e Bots test passwords.

e Stolen credentials are analyzed and resold.

e Human attackers step in only when automation

identifies an opportunity.
They are looking for low-effort entry points.

e A reused password.

e Anunpatched firewall.
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e A user who clicks a convincing link.

e A backup system that has not been tested in years.

This is why the idea that small businesses are too small to
target is dangerously inaccurate. If you have money, data, or

customers, you are relevant.
The good news is equally simple.
Attackers move on when resistance increases.

They are running a business too. They pursue efficiency. If
your company looks harder to compromise than the next one,

they shift focus.
Y our objective is not invisibility.
Your objective is friction.

The Big Seven Protections Every SMB Must

Have

Every serious incident tends to trace back to a handful of
missing controls. Get these right, and you eliminate most

avoidable risk.
1. Multi factor authentication everywhere

If a password is stolen, a second verification step
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stops access. This single control blocks a massive

percentage of credential-based attacks.
. Modern endpoint protection

Every laptop and workstation needs active protection
that can detect suspicious behavior, not just known

viruses.

. Email filtering and phishing defense with

user training

Most breaches begin with a deceptive email.
Technology filters much of it. Training reduces the

rest.
. Secure cloud configuration and monitoring

Platforms like Microsoft 365 and Google Workspace
are powerful. They are not secure out of the box.
They require intentional configuration and ongoing

oversight.
. Vulnerability management

Software ages quickly. Updates and patches are not

optional maintenance. They are risk reduction.
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6. Logging and active monitoring

You cannot respond to what you cannot see.
Monitoring detects abnormal behavior early, often

before damage spreads.
7. Tested backups

Prevention matters. Recovery matters as much.

Backups must be complete, recent, and tested.

These are baseline protections. They are not premium extras.
They are the equivalent of safety equipment in any physical

workplace.
Summit Financial had all seven implemented consistently.

Northwind Cabinetry had some of them, inconsistently
applied.

Only one of those companies experienced a ransomware

attempt that was contained within minutes.

A Tale of Two Responses

At 8:52 in the morning, an employee at Summit clicked on a

phishing link.
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Within moments, the suspicious behavior triggered an alert.
The email was quarantined. Credentials were reset. A quick

review confirmed that no further spread occurred.

Operations continued. Clients never noticed. The incident

became a learning moment, not a disaster.

At Northwind, an employee reused a password that had been
exposed in an unrelated data breach. Attackers logged in

quietly. Ransomware spread gradually across shared drives.
The activity went unnoticed for days.

By the time the files became obviously corrupted, the
infection had already moved laterally. Recovery took several
days. Production halted. Payroll was delayed. The financial

impact erased months of progress.
The breach was not sophisticated.
The environment was simply unprepared.

Cybersecurity often feels expensive until you compare it

with downtime.
Why Cybersecurity Feels Overwhelming

Leaders often feel paralyzed by security discussions for

predictable reasons.
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Too many tools, too little clarity.

The industry speaks in acronyms that obscure rather than
explain.
Security is invisible until it becomes painfully visible.

Many assume someone is watching when no one actually is.
Visibility is the dividing line between control and chaos.

If your provider is not actively monitoring security events in
real time, then alerts are not being reviewed. Logs are not

being analyzed. Suspicious patterns are not being escalated.
Silence does not always mean safety.
Sometimes it means no one is looking.

Add to this the fact that many organizations face regulatory
requirements under the GLBA / Safeguards rule, FFIEC IT
exams, and NCUA Part 748. These competing requirements
and exams further drive the feeling of “lack of control”
around IT, as third parties are actively involved in

monitoring how you handle your IT.
The Conversations Leaders Should Be Having

Strong leadership in cybersecurity is not about technical

depth. It is about asking clear questions and expecting clear
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ansSwers.

» Are we aligned with a recognized cybersecurity
framework such as NIST CSF or CIS Controls?

» How is suspicious activity detected, and who reviews
those alerts?

» Is multi-factor authentication enabled for every user
without exception?

» When was our last documented backup restore test?

» What happens during the first hour of a security

incident?

Healthy answers are specific. They reference processes,

reports, and documented procedures.

Unhealthy answers are vague. They rely on reassurance

rather than evidence.

If cybersecurity sounds improvised, it probably is.
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The Leadership Mindset That Makes the
Difference
The most resilient organizations share three beliefs.

First, assume attempts will occur. Preparation replaces

denial.

Second, improve gradually. Small upgrades now prevent

emergency decisions later.

Third, integrate security into daily operations. It is not a side

project. It is the foundation beneath everything else.

When security becomes part of the operating rhythm,
conversations change. Incidents become manageable.
Confidence increases. Insurance discussions improve.

Audits feel less intimidating.

Cybersecurity stops being a source of anxiety and becomes

a source of stability.
The Outcome That Matters

The real goal of cybersecurity is not perfection.
It is confidence.

Confidence that an incident will be contained.
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Confidence that someone is actively watching.

Confidence that data loss will not cripple the organization.

Confidence that one mistake will not end years of effort.

When security is properly structured and monitored, leaders
sleep better. Employees feel protected. Growth becomes less

risky because uncertainty is reduced.
Summit operates in that reality.
Northwind learned its lessons through disruption.

The rest of this journey is about ensuring you operate more

like Summit.

Next, we decode the managed service provider landscape
because even the strongest strategy fails when the wrong

partner is steering the ship.

This is where everything begins to connect.
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Chapter 4

The MSP Landscape, Decoded

(Why Some Partners Deliver Stability and Security... and
Others Don’t)

Choosing an IT partner should feel like choosing a doctor.
You want someone competent. Someone steady. Someone
who is more interested in keeping you healthy than billing

you for every visit.
Unfortunately, the IT services world rarely feels that simple.

It is crowded. It is noisy. And from the outside, most

companies look exactly the same.

Business leaders often tell me that selecting an MSP feels
like standing in the grocery aisle staring at twenty brands of
bottled water. Every label promises purity. Every bottle
promises reliability. The packaging is polished. The prices
are all over the place. And you hope you do not pick the one

that quietly makes you sick.
This chapter exists to remove that confusion.

When you understand how the MSP world actually works,
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everything becomes clearer.
You start noticing warning signs sooner.

You recognize the difference between polish and process.

You see who delivers stability and who manufactures chaos.

Your business deserves a partner who protects it. Let us

make sure you know how to spot one.
Why MSPs Vary So Dramatically in Quality

Here is a truth most IT vendors will never say out loud.

Managed services is an incredibly broad term. It includes
companies with radically different skill levels, standards,

priorities, and maturity.

e Two MSPs can use the exact same software and
produce completely opposite outcomes.

e Two MSPs can advertise round-the-clock support yet
deliver it in entirely different ways.

e Two MSPs can promise security and define that word

in completely different terms.

This is why so many business owners switch providers every

few years.

It is not that they are careless decision makers.
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It is that no one ever explained what good actually looks like.

Let us fix that.

The Five Types of MSPs and Which Ones to
Avoid

Most providers fall into one of five categories. Once you see

the pattern, the industry becomes much easier to navigate.

1. The Break-Fix Disguised as Managed
Services MSP

These companies often started as repair shops. They
are comfortable reacting. Something breaks. They
fix it. Something crashes. They respond.

They may talk about proactive management, but
most of their revenue still comes from solving
problems after they happen.

They chase tickets.

They bill emergencies.

They rarely standardize environments.

They are common.

They are also the source of most IT instability.

Northwind Cabinetry worked with one of these.
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The Tools but No Process MSP

This provider buys impressive software. Monitoring
platforms. Security tools. Ticketing systems.
Dashboards.

From the outside, they look modern.

Inside, there is no discipline. Alerts are handled
inconsistently. Documentation is incomplete.
Standards shift depending on the technician assigned
that week.

Technology without process creates the illusion of

maturity without the substance.
The Everything Is Custom MSP

These providers genuinely want to help. They say
yes to everything. They customize every
environment because they believe flexibility equals
service.

The result is fragile infrastructure.

No two clients are configured the same way. No
baseline exists. Every system depends heavily on the
technician who built it.

When that technician leaves, knowledge leaves with
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them.

Headaches follow.
The Mature Security-First MSP

This is the provider most small and midsize
businesses actually need.

Standards drive everything.

Tools are implemented consistently.

Configurations are enforced, not debated.

They reference established frameworks such as the
NIST Cybersecurity Framework and the CIS
Controls. They test backups. They review alerts.
They monitor in real time. They measure outcomes
rather than hours billed.

Summit Financial partnered with one of these.

The Enterprise Focused MSP

These firms primarily serve large corporations. Sometimes

they accept smaller clients when convenient. Their pricing is

higher. Their contracts are longer. Their processes are rigid.

For mid-market organizations, they can be appropriate. For

most small businesses, they are excessive.

Most growing companies need a mature security-first

41



Nolan Garrett

partner.
Anything less creates instability.
Anything more adds unnecessary complexity.

Why Most MSP Relationships Fail

When leaders change providers, the root issue usually falls

into one of four patterns.
1. Lack of Standards

If there is no enforced baseline for systems, policies,
and tools, every client becomes a unique experiment.
Unique experiments are interesting in a laboratory.

In IT, they are dangerous.

2. Reactive Support Instead of Proactive

Management

If you mainly hear from your MSP when something
breaks, you are not receiving managed services. You

are paying a subscription fee for repairs.
3. Weak Cybersecurity Discipline

Many providers speak about cybersecurity the way

people speak about fitness.

42



The IT Survival Playbook

They understand it matters.
They plan to take it seriously.
They postpone it when schedules get busy.

Threat actors never postpone.

4. Poor Communication and No Strategic

Guidance

If your provider cannot help you forecast next year’s
investments, modernize infrastructure, or prepare for
compliance shifts, they are not aligned with your
business.

You deserve more than technical troubleshooting.

How to Tell a Strong MSP From a Weak One in

Ten Minutes
You can gauge maturity quickly with three simple questions.
First, ask about standards.

A strong MSP will become specific very quickly. They will
explain the configurations they enforce. They will describe
their minimum cybersecurity baseline. They will show how

they maintain consistency across clients.

A weak provider will respond with something vague, such
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as we customize everything to your needs.

Customization sounds attentive. Often, it signals

inconsistency.
Second, ask about security frameworks.

A mature MSP will reference established standards such as
NIST, CIS, SOC, or ISO. They understand that tools alone

do not create security. Structure does.

They understand that compliance requirements, such as
GLBA, FFIEC and NCUA’s various requirements, directly

impact those standards to ensure you remain safe.

A weaker provider will focus primarily on the software they

purchase.

Software is important. It is not a strategy.
Third, ask about their worst incident.
This question reveals culture.

A mature firm will walk you calmly through what happened,
what they learned, and how they improved. There will be

accountability in their tone.

A weaker firm will deflect blame or grow visibly

uncomfortable.
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That single conversation often tells you more than a polished

proposal ever could.
A Tale of Two Renewals

When Northwind’s contract came up for renewal, the
proposal looked impressive. It included colorful graphs and
a long list of tools. The pricing was attractive. The

salesperson was personable.

What was missing mattered more.

There was no mention of enforced standards.
No reference to frameworks.

No documented baseline.

No evidence of backup testing.

Everything was included. Nothing was defined.
They renewed.

Four months later, they faced the ransomware incident

described earlier.
Now consider Summit Financial.

When their renewal arrived, the proposal contained updated

standards, clearly defined controls, a twelve-month
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roadmap, documented backup test results, and measurable

system health metrics.
They understood what they were paying for.
They signed with confidence.

They slept well.
The Hidden Signals That Predict Problems

You can often sense future trouble in small details.

e Frequent technician turnover creates instability.
Knowledge leaves with employees. So does
consistency.

e Long response times for simple requests usually
indicate internal disorganization or understaffing.

e If a provider asks which tools you prefer rather than
prescribing a clear stack, that is another signal.
Mature firms recommend what they know works.

e If they allow you to skip multifactor authentication,
delay patching, or avoid backup standards, they are
placing both organizations at risk.

e Ifinvoices fluctuate unpredictably each month, there

may be deeper structural issues.
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e Healthy providers feel predictable. Chaotic ones feel

expensive in ways that are hard to explain.
The MSP’s Real Job

Most leaders assume an MSP’s role is to fix issues quickly.
That is only part of it.

A truly effective partner reduces the number of issues in the
first place. They prevent disasters. They standardize
environments. They keep technology healthy and staff

protected. They make systems feel uneventful.
They plan so you are rarely surprised.

Their value is not measured by the number of tickets they
close.

It is measured by how few crises you experience.
This is where Northwind struggled.
This is where Summit succeeded.

This is where your organization can pivot permanently.
What You Should Expect From a Mature MSP

A professional partner delivers four outcomes.
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1. Stability

Systems function consistently. Outages are rare.
Support volume declines. Employees stop grumbling

about technology.
2. Security

Your environment aligns with modern standards.
Incidents become smaller and more contained. Risk

decreases in measurable ways.
3. Clarity

You understand what is happening behind the
scenes. Reports are meaningful. Budgets become

predictable rather than reactive.
4. Alignment

Your technology roadmap supports your business
strategy. IT becomes an enabler of growth instead of
an obstacle.

This is not unrealistic. It is simply disciplined.
Next Up: The MSP Buyer’s Guide

Now that you understand how the landscape truly operates,

48



The IT Survival Playbook

the next chapter outlines twelve questions that separate

mature security-focused partners from reactive providers.

These questions are straightforward. They are difficult to
evade. And they reveal more than any marketing brochure

ever could.

Use them, and you will never choose blindly again.
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Chapter 5
The MSP Buyer’s Guide

(12 Questions That Reveal the Truth Every Time)

If you want to know whether an MSP will protect your
business or quietly steer it toward the next Northwind
Cabinetry situation, you do not need to understand their

tools, certifications, or marketing language.
You need better questions.

The right questions expose how an MSP actually operates
behind the scenes. They uncover discipline. Process.

Security maturity. Staffing structure. Culture.
They are difficult to fake.

When you ask them, you will hear the difference between a
partner who treats IT as a serious operational discipline and

a vendor who treats IT as a checklist of tasks.
Ask these questions exactly as written. Then listen carefully.

The tone of the answer will tell you almost as much as the

content.
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Question 1
What standards do you enforce across all clients?
A strong answer sounds structured and specific.

We use a standardized set of configurations, security
controls, and system baselines for every client. These
include hardware standards, software configurations,
multifactor authentication requirements, patch schedules,
and cloud security policies. Exceptions require documented

business justification.
A weak answer sounds flexible but undefined.
We customize everything. Whatever you want, we can do.

Customization feels attentive. In infrastructure, it often
means inconsistency. Northwind learned that lesson the

hard way.

Question 2

What security framework do you align with?

A strong answer clearly names a framework.

We align with the NIST Cybersecurity Framework and the

CIS Controls. We use it to define our baseline and measure
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gaps.
A weak answer avoids specificity.
We follow industry best practices.

Best according to whom? If they cannot name a framework,

they likely do not operate within one.
Question 3
How do you detect suspicious activity in real time?

A strong answer explains both tools and human

oversight.

We use centralized logging, monitoring, and alerting.
Security analysts review alerts continuously and escalate

according to defined response procedures.

A weak answer leans entirely on automation.

Our tools notify us automatically.

Tools generate noise. Trained people interpret signals.

Question 4

How often do you test backups, and may I see the most

recent report?

A strong answer is confident and documented.

52



The IT Survival Playbook

We test restores on a defined schedule and provide

documentation. Here is our most recent report.
A weak answer focuses solely on backup frequency.
We back up everything daily.

Backups are comforting. Successful restores are what

matter.
Question 5

What is your minimum cybersecurity requirement for new

clients?
A strong answer sets boundaries.

All clients must meet our security baseline within a defined

timeframe. There are no exceptions to core controls.
A weak answer prioritizes convenience.
We do whatever the client prefers.

If an MSP allows you to skip multifactor authentication,
delay patching, or ignore security standards, they are not
protecting you. They are absorbing risk on your behalf and

hoping nothing goes wrong.
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Question 6
Do you have a documented incident response plan?
A strong answer is calm and procedural.

Yes. We can walk you through what happens in the first hour

of a security event.
A weak answer relies on reassurance.
Call us and we will handle it.

That is not a plan. That is improvisation. Improvisation does

not scale under pressure.

Question 7

How do you onboard new clients?

A strong answer outlines structure.

We follow a defined onboarding process that includes
documentation review, environment assessment,
standardization, remediation, and deployment of baseline

security controls.
A weak answer skips evaluation.
We install our tools and begin support.

That is the equivalent of moving into a building without
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checking the foundation.

Question 8

What percentage of your work is proactive versus reactive?
A strong answer includes measurement.

We track it. Most of our work is proactive because

standardized environments require less firefighting.

A weak answer shrugs.

1t depends on the week.

If the week determines stability, stability does not truly exist.
Question 9

How do you ensure consistency across all technicians?

A strong answer speaks about systems.

We use documented playbooks, checklists, escalation paths,
structured documentation, and internal audits to maintain

consistency.
A weak answer relies on personality.
Our team is experienced.

Experience is valuable. A repeatable process is what
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prevents variance.

Question 10

What does your reporting look like?
A strong answer describes clarity.

You receive reports on system health, patch compliance,

security posture, ticket trends, and roadmap progress.
A weak answer makes reporting optional.
If you need something, we can create a report.

Mature MSPs communicate proactively. Immature ones

provide information only when pressed.
Question 11

What does your staffing model look like?
A strong answer shows intention.

We separate support, escalation, project work, and security
functions. Our team structure prevents burnout and ensures

coverage.
A weak answer sounds informal.

We have a few people, and everyone helps where needed.
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That model may function during calm seasons. It fractures

under pressure.
Question 12

What do your clients complain about most, and how have

you addressed it?
A strong answer acknowledges reality.

Every mature organization has faced criticism. A healthy
MSP will explain a legitimate concern and how they

improved in response.
A weak answer denies friction.
We never receive complaints.

That is either denial or avoidance. Neither builds resilience.
How These Questions Expose the Truth
When you use these questions consistently, patterns emerge.

e Weaker MSPs answer quickly and vaguely. Mature
ones pause and respond with structure.

e Weaker MSPs say yes reflexively. Mature ones say
no when safety requires it.

e Weaker MSPs describe tools. Mature ones describe
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outcomes.

e Weaker MSPs prioritize convenience. Mature ones
emphasize standards and risk management.

e Weaker MSPs avoid documentation. Mature ones

rely on it.

After hearing both types, you will never confuse them again.
Northwind’s Evaluation Mistake

Before renewing their contract, Northwind’s owner asked

one question.
How much will it cost this year?

The number was low. The presentation was polished. The

promise sounded reassuring.
They signed.

Months later, during the ransomware event described earlier,

the owner said something I have heard many times.
I did not know what questions to ask.

That sentence carries weight. It also carries opportunity.
Summit’s Evaluation Success

Summit approached selection differently.
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They interviewed three MSPs and asked a version of these
twelve questions. Two providers answered in generalities.

One described its operating model in detail.

Summit chose the partner who enforced standards, tested
backups, defined security baselines, provided structured
reporting, aligned to frameworks, and explained processes

clearly.

It was not the lowest bid.

It was the most disciplined.

They have not experienced a meaningful incident since.
How to Use These Questions in Your Own
Selection Process

Here is your simple framework.

1. Ask all twelve questions to every provider you
evaluate.

2. Write down their responses word for word.

3. Compare them side by side.

4. Trust the MSP who speaks in systems rather than
slogans.

5. Trust the MSP who prioritizes risk reduction over
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short-term satisfaction.

Something interesting happens when you follow this

process.

The mature MSP will naturally align with the five pillars of
healthy IT and the seven layers of cybersecurity described
earlier. The pieces connect. The language becomes

consistent. The strategy feels coherent.
Clarity replaces guesswork.
Your decision becomes less emotional and more obvious.

Up Next: Why Security-First IT Outperforms
Cheap IT Every Time

Now that you know how to evaluate providers, the next
chapter explores why disciplined IT is not expensive and
why bargain IT often becomes the most costly decision a

business can make.

We will examine cost structures, hidden risks, downtime

calculations, and the real economics of stability.

This is where the myth that strong IT costs too much finally
falls apart and where the true cost of weak IT becomes

impossible to ignore.

60



The IT Survival Playbook

Chapter 6

Why Security-First, IT Outperforms Cheap
IT Every Time
(And How to Move Forward with Confidence)

There is a moment near the end of a conversation like this

when most leaders feel two things at once.

Relief.
And responsibility.

Relief because IT and cybersecurity no longer feel abstract

or mysterious.

Responsibility, because once you understand what healthy
looks like, you cannot unsee the gap between where you are

and where you should be.

This chapter is not meant to pressure you. It is meant to

steady you.
Clarity replaces confusion.
Structure replaces anxiety.

Confidence replaces guesswork.
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Cheap IT Is the Most Expensive IT You Will
Ever Buy

Almost every business leader has lived some version of this

cycle.

e You find a provider with a surprisingly low monthly
fee.

e They promise to handle everything.

e The sales conversation feels easy.

e Then the pattern begins.

e Support tickets increase.

e Downtime appears at the worst possible moment.

e Small issues linger longer than they should.

e Security conversations feel vague.

e Invoices start to vary.

Eventually, something serious happens. A breach. A major

outage. A compliance issue.

And suddenly, the savings from that low monthly bill
disappear in a wave of lost productivity, lost revenue, lost

trust, and long nights of damage control.

Cheap IT rarely feels expensive at the beginning.
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It feels affordable.
The cost shows up later.

There is no such thing as inexpensive IT. There is only one
IT you invest in upfront, or IT that sends you the bill when

you are least prepared.
Summit understood that early.

Northwind learned it under pressure.
Security — First IT Is Not Expensive IT

Security — first IT is often misunderstood. It is not about
buying the most tools. It is not about layering complexity. It

is not about fear.

It is about maturity.
Disciplined IT.
Predictable IT.
Structured IT.

Security-first environments do a few simple things

exceptionally well.

1. They prevent more problems than they react to.

Standards are enforced. Patching is routine.
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Monitoring is active. Risk is reduced quietly in the
background.

They reduce operational noise. Support tickets
decline. Employees stop complaining about
technology. Work flows instead of stalling.

They protect revenue, not just devices. Downtime
has a measurable cost. So do breaches. So does
reputational damage. Mature IT treats those realities
seriously.

They create predictability. Performance stabilizes.
Billing becomes consistent. Audits feel manageable.
Surprises become rare.

They scale cleanly. When you hire new staff, open
new offices, or adopt new systems, the foundation

holds. Growth does not introduce chaos.

That is how resilient companies are built. Not through the

lowest bid. Through the strongest foundation.

The Real Return on Mature IT

There is a quiet paradox here.

Organizations with the healthiest IT environments often

spend less over time.
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e They spend less on emergency remediation.
e Less on crisis consulting.
e Less on extended downtime.

e Less rework caused by inconsistent systems.
Stability replaces firefighting.
Documentation reduces resolution time.
Standards eliminate unnecessary complexity.
Planning prevents surprise expenses.

The return on investment is not flashy. It does not come in

the form of dramatic dashboards or impressive jargon.
It shows up in something much more valuable.
Calm.

Summit grows without constant disruption because its
infrastructure supports it. Northwind now approaches IT
with far more discipline after experiencing what instability

costs.
Mature IT does not feel dramatic. It feels steady.

And steady is powerful.

Leading the Transition Without Disrupting the
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Business

At this point, many leaders ask a practical question.

How do we move from where we are to where we should be

without creating chaos?
The answer is simpler than most expect.

Healthy IT is not built in a single sweeping overhaul. It is

built methodically.

A mature MSP begins by documenting your environment.
They identify high-risk areas. They apply standards
gradually. They correct configuration drift. They secure
cloud services. They test backups. They deploy a clear
security baseline. They train your team. They build a

roadmap for the next year.

The transition feels structured rather than rushed.
Your team continues working.

Operations continue running.

Improvements happen steadily in the background.

Your role is not to become a cybersecurity expert. Your role

is to select a partner who already operates at that level.
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Choosing the Partner Who Protects What You
Built

By now, you recognize the patterns.

¢ Youunderstand what separates disciplined providers
from reactive ones.

e You know the twelve questions that expose maturity.

e You can sense warning signs before they become
incidents.

e You understand the long-term cost of cutting
corners.

e You have seen the value of predictability.

So, the final decision becomes less technical and more

personal.

e Choose the partner who enforces standards even
when it is uncomfortable.

e Choose the partner who speaks clearly about risk.

e Choose the partner who documents everything.
Choose the partner who measures outcomes instead
of hours.

e Choose the partner who plans ahead rather than

reacting behind.
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This is not simply an IT decision.
It is a leadership decision.

It is a statement about how seriously you take the
organization you have built. It is a commitment to stability
over shortcuts, structure over improvisation, resilience over

hope.
Security-first IT does not create fear. It creates confidence.

And confidence is what allows businesses to grow, hire,
innovate, and compete without constantly looking over their

shoulder.

That is how you move forward.
Not with pressure.

Not with panic.

With clarity.
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Chapter 7: The IT Roadmap: Your 12-

Month Plan for Transformation

Introduction: From Strategy to Execution

In the previous chapters, you learned what strong IT

leadership looks like.

You now understand the characteristics of a mature

technology environment.

You know how to recognize a capable Managed Service
Provider.
You have seen how a security-first approach produces

measurable business value.
But knowledge alone does not transform an organization.
Execution does.

This chapter turns strategy into action. It provides a practical
12-month roadmap that organizations can follow to
modernize their IT environment. This roadmap applies
whether you are transitioning to a new Managed Service

Provider or improving your existing infrastructure.

The objective is simple.
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Create a stable, secure, and scalable technology foundation

that supports business growth.

The timeline is twelve months from the initial decision to

fully optimized operations.

The approach relies on phased implementation with clear

milestones, measurable outcomes, and continuous progress.
Phase 1
Assessment and Planning

Months 1 and 2

The transformation journey begins with clarity. Before
improvements can be made, you must understand the

existing environment.

Most organizations underestimate how many systems, tools,
and dependencies exist within their infrastructure. A
thorough assessment removes uncertainty and establishes

the foundation for every decision that follows.
Month 1

Understanding the Current Environment
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Week 1
Documentation Gathering

The first step is to collect and organize everything related to

the current technology environment.

This includes infrastructure documentation, vendor
relationships, service contracts, support history, and

unresolved issues.
Activities

e Collect all existing IT documentation

e Inventory systems, applications, and services
e Document vendor relationships

e Gather contracts and service agreements

e Review recent support tickets and incidents

e Compile known issues and concerns
Deliverables

e (Current state documentation package
e Preliminary asset inventory
e Vendor relationship map

e Issue log
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Time Investment

Internal team involvement typically requires ten to fifteen

hours spread across key staff and the IT point of contact.

Assessment activities from the Managed Service Provider

are normally included in the onboarding phase.
Week 2
Infrastructure Assessment

During the second week, the technical environment is

analyzed in detail.

The focus shifts from documentation to infrastructure.
Networks are mapped, systems are evaluated, and the full

scope of the environment becomes visible.
Activities

e Network mapping and documentation

e Server and storage evaluation

¢ Endpoint assessment for desktops and laptops
e Cloud service and SaaS inventory

e Backup and disaster recovery evaluation

¢ Initial security posture review
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Deliverables

e Network diagram

e Infrastructure inventory
e Cloud services catalog
e Backup status report

e [Initial security assessment
Time Investment

Internal participation requires approximately five to eight
hours, primarily to provide system access and answer

operational questions.

The MSP typically spends 20 to 30 hours conducting the

assessment and compiling technical findings.
Week 3
Security and Compliance Assessment

Technology modernization cannot occur without addressing
security risks. The third week focuses on identifying

vulnerabilities and compliance requirements.

Organizations compare their existing controls against
recognized frameworks such as the NIST Cybersecurity

Framework or the CIS Controls.
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Activities

e Review security controls against industry
frameworks

e Identify vulnerabilities and security gaps

e Document compliance requirements

e Evaluate the current compliance posture

e Review cyber insurance requirements

e Identify immediate security risks
Deliverables

e Security gap analysis
e Compliance documentation
e Risk register

e Immediate remediation priorities
Time Investment
Internal participation typically requires three to five hours.

The MSP normally spends 15 to 20 hours completing the

analysis and preparing the findings.
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Week 4
Reporting and Roadmap Development

With the assessment complete, the findings are compiled

into a clear and actionable roadmap.

Leadership reviews the current environment, understands

the risks, and agrees on the priorities for improvement.
Activities

e Compile assessment findings

e Present results to leadership

e Develop a twelve-month transformation roadmap

e Prioritize improvements based on risk and business
impact

e Define measurable success metrics

e Create a detailed project plan
Deliverables

e Comprehensive assessment report

e Twelve-month transformation roadmap
e Prioritized improvement backlog

e Success metrics and KPIs

e Detailed implementation plan
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Time Investment

Internal leadership review typically requires four to six

hours.

The MSP invests 10 to 15 hours in preparing the final

documentation and roadmap.

Month 1 Success Criteria

By the end of the first month, your organization should have

A complete understanding of the current IT
environment

Documented security risks and vulnerabilities

Clear priorities for improvement

An approved transformation roadmap

Defined success metrics

Executive support and budget approval

Warning signs during this phase may include

Assessments that take far longer than expected
Discovery of undocumented systems or services
Lack of transparency from the MSP

Leadership is unwilling to address critical security

risks
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Month 2

Building the Foundation

The second month focuses on stabilizing the environment

and addressing the most urgent risks.

Quick wins build confidence and establish the operational

tools required for the rest of the transformation.
Week 1

Emergency Security Remediation
Immediate vulnerabilities must be addressed first.
Activities

e Resolve critical security risks

e Implement multi-factor  authentication
administrator accounts

e Patch high-severity vulnerabilities

e Deploy endpoint protection where it is missing

e Secure backup systems

e Enable centralized security logging

e Success metrics include

e Zero critical vulnerabilities remaining
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One hundred percent of administrator accounts are
protected with MFA
All endpoints are protected with security software

Successful backup verification

Week 2

Standardization Foundations

Operational tools are implemented to allow consistent

management across all systems.

Activities

All

RMM

Deploy a password management platform

Create standard endpoint images

Implement remote monitoring and management tools
Deploy automated patch management

Launch centralized documentation systems

Success metrics include

employees using the password manager

tools installed on all managed systems

Patch compliance above ninety percent
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Week 3
Communication and Training

Technology transformation requires people to change how

they work.
Activities

e Launch security awareness training

e Conduct the first phishing simulation

e Communicate the transformation plan to all staff
e Establish help desk procedures

e Deploy communication channels for IT updates

e Train key staff on new processes

e Success metrics include

e Security training completion above ninety percent
e Successful help desk ticket submission process

e User satisfaction scores above seven out of ten
Week 4
Backup and Disaster Recovery

Organizations often believe they have reliable backups until
they attempt to restore data. This week focuses on

verification and resilience.
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Activities

Deploy or upgrade backup systems

Document disaster recovery procedures

Test restoration of critical systems

Implement offsite replication

Define recovery time and recovery point objectives
Success metrics include

Successful restore testing

Backup coverage across all critical systems

Recovery time objectives under twenty-four hours

Month 2 Success Criteria

At the end of month two, the organization should have

Critical security risks resolved

Core IT management tools deployed

Staff trained and engaged with IT support processes
Verified backup and disaster recovery capability

Baseline performance and security metrics

Common warning signs include

Persistent critical vulnerabilities

Failed backup restoration tests
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e Employee resistance to change
e Communication breakdown between IT and

leadership

Phase 2
Stabilization and Standardization

Months 3 through 6

Once the foundation is in place, the next stage focuses on

consistency.

Standardization reduces complexity. It improves security,

simplifies support, and creates predictable operations.
Month three focuses on endpoint standardization.
Month four strengthens network security.

Month five introduces identity and access controls.

Month six focuses on protecting applications and sensitive

data.
By the end of month six, organizations typically experience

e Significant reduction in security risk
e Improved system reliability

e Better user experience
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e More predictable IT operations
Key metrics at this stage include

e Patch compliance above ninety-five percent

e Full adoption of multi-factor authentication

e Backup success rates above ninety-nine percent
e Declining security incidents

e User satisfaction scores above eight out of ten

Phase 3
Optimization and Enhancement
Months 7 through 9

e With a stable environment in place, the organization
begins implementing advanced capabilities.

e Security monitoring becomes proactive rather than
reactive.

e Compliance and governance structures are
formalized.

e Business continuity planning ensures operations

continue even during disruptions.

At this stage, mature organizations achieve
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e Security visibility across the entire environment

e Formalized incident response procedures

e Compliance alignment with industry frameworks

e Disaster recovery capabilities capable of restoring
operations within hours

e System availability typically exceeds ninety-nine

point five percent during this stage.
Phase 4
Strategic Transformation

Months 10 through 12

The final stage focuses on using technology as a strategic

business enabler rather than simply a support function.

Organizations begin implementing automation initiatives,
collaboration improvements, analytics platforms, and cloud
optimizations that increase productivity and reduce

operational costs.

Performance optimization ensures systems operate
efficiently while licensing and infrastructure costs are

carefully controlled.

By month twelve, the organization transitions from
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transformation mode to steady state operations supported by

continuous improvement.

Success at this stage includes

Fully documented environments

Quarterly business review processes
Ongoing improvement programs

High stakeholder confidence in IT leadership

User satisfaction should exceed nine out of ten.

The Ongoing Journey

Year Two and Beyond

Technology transformation is not a one-time event. It

becomes an operational discipline.

Mature organizations follow a predictable annual cycle.

1.

The first quarter focuses on planning and strategic
review.

The second quarter emphasizes enhancement and
technology upgrades.

The third quarter focuses on optimization and cost
efficiency.

The fourth quarter stabilizes operations and prepares
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for the following year.
Continuous activities include
Quarterly business reviews
Monthly security testing
Regular backup verification
Security awareness training
Continuous monitoring
Annual activities typically include
Full disaster recovery testing
Compliance audits
Penetration testing

Risk assessments

Technology refresh planning
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Chapter Summary

The Transformation Roadmap

The transformation timeline follows four clear stages.

Months one and two focus on assessment and foundational

improvements.

Months three through six deliver standardization and

operational stability.

Months seven through nine introduce advanced monitoring

and resilience.

Months ten through twelve enable strategic transformation

and business value.
Successful organizations share several common factors.

e Executive sponsorship

e Consistent communication
e Realistic expectations

e User adoption focus

e Measurable outcomes

e Flexibility within the framework

After twelve months, the organization should experience
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e A stable and secure IT environment

e Compliance with recognized frameworks
e Significant reduction in cyber risk

e Improved employee productivity

e C(lear return on technology investments

e A scalable foundation for future growth
The most important lesson is simple.
Technology transformation is not a project with an end date.
It is a continuous journey toward operational maturity.
Next Chapter Preview
Technology alone cannot secure an organization.
People play an equally important role.

In the next chapter, we explore how to build a security
culture that makes every employee part of the defense

strategy.

You will learn how to create lasting behavioral change,
strengthen awareness across the organization, and build

resilience that extends far beyond technology controls.
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Chapter 8: Building a Culture of Security
(Beyond Technology)

Introduction: The Human Firewall

In 2022, a Fortune 500 company was hit by a ransomware
attack that caused severe financial and operational damage.
The root cause was not a failed firewall, an outdated security

tool, or a missing control.
It was a person.

A single employee clicked a phishing link in an email that

appeared to come from Human Resources.

On paper, the company looked exceptionally well-protected.
It had a cybersecurity budget of twenty million dollars a
year. It had advanced firewalls, enterprise-grade endpoint
detection and response across the organization, a dedicated
security operations center, and twice-yearly penetration

testing.
What it lacked was a strong security culture.

And in the end, that mattered more than all the technology

surrounding it.
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According to IBM’s Cost of a Data Breach Report, human
error plays a role in the overwhelming majority of
cybersecurity incidents. Whether the issue begins with
phishing, weak passwords, poor configuration, or social
engineering, the human element remains one of the most

common ways attackers gain access.

Technology is essential. It can detect threats, enforce rules,

and reduce exposure.
But technology does not make judgment calls.
People do.

You can invest heavily in tools and still remain exposed if
employees are not prepared to recognize risk, question

unusual requests, and respond wisely under pressure.

This chapter focuses on the problem that technology alone
cannot solve. It explores how to build a culture in which
security becomes part of everyday behavior, everyday

thinking, and everyday responsibility.
What Is a Security Culture?
The Definition

A security culture is an environment in which secure
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behavior becomes normal, insecure behavior becomes
unusual, and everyone understands their role in protecting

the organization.

This does not mean every employee needs to become a

cybersecurity expert.

It means people understand the basics, stay alert to risk, and

make better decisions when something does not feel right.
The Characteristics

Organizations with strong security cultures tend to share a

few clear traits.

e Employees question suspicious emails almost
instinctively.

e Security is considered part of routine decisions.

e People report concerns early and without hesitation.

e Secure habits are followed even when they are not
the most convenient option.

e Security is seen as something that supports the
business rather than slows it down.

e Responsibility is shared across the organization
rather than handed off to IT.

e Awareness is continuous and active, not reduced to a
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once-a-year exercise.
e Organizations with weak security cultures tend to

look very different.
Security is viewed as an IT issue.

e People try to work around controls.

e Suspicious behavior often goes unreported.

e Training becomes a compliance exercise rather than
a learning opportunity.

e Phishing rates stay high.

e Employees feel security gets in the way of doing
their jobs.

e That difference may sound cultural, but it has very

real operational consequences.
Why Culture Matters More Than Technology

Technology provides controls.
Culture provides judgment.

Imagine an employee receives an email that appears to come
from the CEO. The message requests an urgent wire transfer
to a new vendor. It sounds plausible. It bypasses the spam

filter. The sender address looks almost correct, but not quite.
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At the technical level, nothing obvious may stop it.

The spam filter lets it through because the message appears
legitimate.

The endpoint platform sees no malware.
The firewall sees no obvious policy violation.

No data-loss tools are triggered because no transaction has

happened yet.

Now the outcome depends on the person who reads the

message.

In an organization with a strong security culture, the
employee pauses. They notice the urgency. They spot the
subtle domain mismatch. They call the CEO or the finance
lead directly to verify the request. They report the message
to IT. A major fraud attempt is stopped.

In an organization with a weak security culture, the
employee may feel pressure to act quickly. They may
assume the safest course is obedience. They may not want to
challenge what appears to be an executive request. The

transfer is made, and the loss becomes real.

The tools may be the same in both organizations.
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The culture is what changes the outcome.
The Four Pillars of Security Culture

A strong security culture does not emerge by accident. It is
built deliberately through repeated actions, clear
expectations, and leadership that reinforces the right

behavior over time.

There are four pillars that support this work.
Pillar 1: Awareness

Awareness means people understand the threats they are
likely to face, recognize warning signs when they appear,

and know what to do next.

The aim is not to make people fearful.
The aim is to prepare them.

Regular, Engaging Training

The most effective security training is not an annual
compliance ritual that employees rush through and forget. It

is ongoing, relevant, practical, and easy to absorb.

Short monthly learning sessions often work better than long

infrequent sessions because they keep security visible
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without overwhelming people. Five or ten minutes of
focused content each month can have far more impact than

a single yearly presentation.

The content should feel real and useful. It should reflect the
threats employees actually encounter and the decisions they

may need to make.

Common topics include phishing recognition, password
hygiene, password manager use, social engineering, safe
browsing, mobile security, remote work risk, physical

security, and social media exposure.

Interactive content tends to outperform passive content. Real
examples tend to outperform generic advice. Role-based

training tends to outperform one-size-fits-all material.

The platform matters less than consistency. Whether an
organization chooses KnowBe4, SANS Security Awareness,
Proofpoint Security Awareness, or Infosec 1Q, the key is to

choose a strong solution and use it consistently.
Simulated Phishing Campaigns
Awareness improves when people have a chance to practice.

Phishing simulations allow organizations to test whether
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employees can apply what they have learned in realistic
situations. When done well, these simulations teach rather
than embarrass. They provide immediate feedback, identify

patterns, and help track improvement over time.

The strongest programs use a variety of scenarios. Some
focus on fake login pages. Others use malicious attachments,
fake invoices, executive impersonation, or QR code scams.
This variation matters because real attackers rarely rely on a

single technique.
The key metrics are clear.

e Click rate shows how often employees fall for the
bait.
The reporting rate shows how often employees
actively help defend the organization.

e The trend line over time shows whether the culture is
improving.

e A low click rate is good. A rising reporting rate is
even better.

e Security Communications

e Training alone is not enough. Security culture grows

through repetition and visibility.
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That means security needs to be part of the organization's
normal rhythm. Monthly tips, internal chat channels, short
leadership messages, office reminders, and informal
learning sessions all reinforce the message that security is

part of how the business operates.
Tone matters here.

People respond best to communication that is clear, helpful,
and respectful. They are far less likely to engage with

messaging that feels preachy, fear-based, or punitive.
Pillar 2: Accountability

Awareness helps people understand what matters.
Accountability makes it clear that security expectations

apply to everyone.

A culture becomes stronger when responsibilities are clear,
policies are understandable, and people know that secure

behavior is not optional.
Clear Policies and Standards

Policies should be written in plain language and made easy
to find. They should address the areas that affect everyday

work, including acceptable use, password requirements, data
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handling, incident reporting, remote work, personal device
use, social media expectations, and consequences for

violations.

A policy that is too vague, too legalistic, or too hidden has

very little value.

Good policies are clear, regularly reviewed, consistently

enforced, and visibly acknowledged by employees.
Security Responsibilities by Role

Security culture becomes real when people know what is

expected of them personally.

Every employee should understand the basics. Use strong
and unique passwords. Use a password manager. Enable
multi-factor authentication. Complete required training.

Report suspicious activity. Follow acceptable use rules.

Managers carry added responsibility because teams take
their cues from them. If managers model secure behavior and

reinforce expectations, adoption improves.

Executives play an even more visible role. They allocate
resources, set priorities, and show whether security is truly

important. If senior leaders ignore the rules, everyone
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notices. If they model the behavior they expect, everyone

notices that too.

IT and security teams, of course, have specialist
responsibilities. They deploy controls, manage incidents,
conduct testing, and provide guidance. But in a healthy

culture, security is not something they carry alone.
Positive Reinforcement

Many organizations talk about security only when

something goes wrong. That is a mistake.
Recognition matters.

When someone flags a suspicious email, reports a possible
incident promptly, or demonstrates strong security
judgment, that behavior should be recognized and praised.
Public recognition, team-level acknowledgement, and small
reward programs can help reinforce that security-minded

behavior is valued.

People are far more likely to repeat actions that are

recognized.
Progressive Consequences

Not every mistake should lead to punishment. People will
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make errors. That is one reason culture matters in the first

place.

A first mistake may call for coaching and additional training.
A repeated pattern of risky behavior may require formal
documentation and management involvement. Deliberate

disregard for policy may require stronger consequences.
The important distinction is this.

A mistake is a learning opportunity.

Negligence is an accountability issue.

Strong organizations understand the difference and respond

accordingly.
Pillar 3: Empowerment

Awareness and accountability are necessary, but they are not

enough if employees do not feel safe or authorized to act.

Empowerment means people feel confident asking
questions, reporting concerns, slowing down suspicious
requests, and making security-conscious decisions without

fear of being blamed or dismissed.
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Psychological Safety
A culture of fear undermines security.

If employees believe they will be shamed for reporting a
concern, many will stay quiet. If they believe admitting a
mistake will damage their reputation, many will hide it. That

silence gives threats time to spread.

Organizations need to create an environment in which
people can report mistakes, near misses, and concerns

without fear of blame. That starts with leadership.

When leaders admit they nearly fell for something
suspicious, they make vigilance feel normal. When reported
incidents are treated as learning opportunities rather than
public embarrassments, employees become more willing to

speak up.
The message should be simple and consistent.

We would rather investigate a concern early than deal with

the cost of silence later.
Clear Reporting Mechanisms

Reporting should be easy enough that no one has to think

twice about how to do it.
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A phishing report button in email, a memorable security
inbox, a quick chat channel, and a clear escalation path all
reduce friction. The easier it is to report something, the more

likely people are to act quickly.

Responsiveness matters too. When employees report
something and hear nothing back, they start to assume
reporting does not matter. A fast acknowledgement, a thank

you, and a follow-up update help build trust in the process.
Security Champions Program

One of the most effective ways to strengthen security culture

is to identify champions across the business.

Security champions serve as local advocates within
departments. They reinforce awareness, encourage good
habits, provide feedback on rollout challenges, and act as a
bridge between the security team and the rest of the

organization.

This model works because culture does not spread only from
the top. It also spreads through peers. People often respond
more openly to a trusted colleague who understands their

daily work.

Champions need support, visibility, and advanced training.
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When properly enabled, they become a powerful extension

of the security program.
Decision-Making Authority

Employees need to know they are allowed to slow down and
verify suspicious requests, even when those requests appear

to come from leadership.

They need to know they can challenge something that feels
wrong. They need to know they will be supported when they

choose caution over speed.

That kind of authority has to be stated clearly and reinforced

often.

If something feels off, stop and verify it. If you are not sure,
report it. If you raise a concern in good faith, you will be

backed.
That is what empowerment looks like in practice.
Pillar 4: Continuous Improvement

Security culture is never finished. Threats change. Business
processes evolve. People join and leave. What works today

may not be enough a year from now.

That is why the final pillar is continuous improvement.
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Metrics and Measurement
Organizations should track both numbers and signals.

Quantitative measures include training completion, phishing
click rates, reporting rates, time to report, policy
acknowledgement, and adoption of tools such as password

managers and multi factor authentication.
Qualitative measures are just as important.
Do employees trust the security team?

Do they feel comfortable reporting concerns?
Do they understand their responsibilities?

Do they think about secure ways of working before problems

arise?

Culture becomes visible when both behavior and perception

improve.
Incident Learning Culture
Every incident and near miss is a chance to learn.

Strong organizations respond quickly, document what
happened, conduct a blameless review, identify contributing

factors, and implement changes. The purpose is not to find
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someone to blame. The purpose is to understand how the

system enabled the event and how it can be improved.

The best reviews ask useful questions.

How did this make sense at the time?

What conditions made this outcome more likely

What can we change to make the safer path easier next time
That mindset strengthens trust and improves resilience.
Regular Culture Assessment

Security culture should be assessed intentionally rather than

assumed.

Surveys, champion feedback, participation levels, reporting
patterns, and employee sentiment can all reveal whether the

organization is making real progress.

The goal is not perfection.

The goal is steady, measurable improvement.
Adapting to Change

Threats continue to evolve, so security culture has to evolve

with them.

Training content should be refreshed regularly. Policies
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should be reviewed annually. Relevant industry incidents
should be shared internally. New technologies and process
changes should be explained in terms that employees can

understand.

A mature culture pays attention and adjusts.
Building Culture: The 12 Month Plan

A strong security culture is built in stages. Each phase

creates the conditions for the next.
Months 1 to 3: Foundation
The first phase is about visibility and structure.

Leadership introduces the initiative and explains why it
matters. The organization launches a security awareness
platform, runs a baseline phishing simulation, updates its
policies, requires acknowledgement, and implements clear

reporting mechanisms.

The goal is to make security visible, understandable, and

actionable for every employee.

By the end of this phase, employees should be enrolled in
training, policies acknowledged, and reporting channels

fully functional.
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Months 4 to 6: Engagement
Once the foundation is set, the focus shifts to participation.

Training becomes a monthly routine. Phishing simulations
create repetition. A security champions program begins.
Leaders reinforce the message more actively. Positive

security behavior starts to receive public recognition.

This is where security starts to move from formal program

to daily practice.

By the end of this phase, completion rates should be high,
phishing performance should improve, and employees

should be reporting suspicious activity more often.
Months 7 to 9: Maturity
At this stage, the culture begins to deepen.

Training and simulations continue, but the organization also
begins more advanced work. Tabletop exercises test
response readiness. Champions receive additional
development. Security communication expands. Incident

reviews become more disciplined and more constructive.

This is often the point when security starts showing up in

normal business conversations without being forced.
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Months 10 to 12: Optimization

The final phase of the first year focuses on refinement and

long-term sustainability.

The organization measures progress through another culture
survey, reviews and updates policies, runs more
sophisticated simulations, and begins planning for the next
year. Champions and strong contributors are recognized for

the role they played in the journey.
At this point, the aim is not just awareness.
It is integration.

Security should feel embedded in the way the organization

operates.
Measuring Culture Success

A security culture improves when progress is tracked

consistently and interpreted honestly.
Quantitative Indicators

Training completion is one of the clearest early signals.
High-performing organizations typically aim for completion
rates above ninety-five percent, with most employees

finishing within two weeks of release.
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Phishing simulation results are equally important. A click
rate below five percent is a strong sign of maturity. A
reporting rate above fifty percent is especially powerful
because it shows employees are not only avoiding mistakes

but actively helping detect threats.

Incident reporting speed is another key measure. The sooner
employees raise concerns, the greater the opportunity to

contain problems before they escalate.

Adoption of foundational tools such as multi factor
authentication and password managers also provides a
meaningful indicator of cultural strength. When these basics
are widely adopted, secure behavior becomes easier to

sustain.
Qualitative Indicators

The strongest signs of maturity are often cultural rather than

numerical.

People are beginning to ask how to work securely rather than
how to bypass controls. Employees report suspicious emails
with confidence. New hires notice that security is taken
seriously. Business leaders include security in planning

discussions. The security team is viewed as a partner.
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Warning signs tend to appear culturally before they show up

technically.

If people still describe security as an IT problem, if controls
are frequently bypassed, if suspicious activity is not being
reported, or if shadow IT continues to spread, then the

culture still has significant work to do.

Case Study: Culture Transformation at Summit

Financial

Consider the organization.

At the start of its journey, the company had no formal
security training, had never run a phishing simulation, and
had only vague policies. Password sharing was common.
Incident reporting was effectively nonexistent. Security was

viewed as something IT handled behind the scenes.
Its first phishing simulation produced a 47% click rate.

That result was painful, but it was also useful. It created a

clear baseline and a clear case for action.

During the first three months, Summit Financial deployed a
training platform, launched foundational education,

published clearer policies, introduced a password manager,
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and had the CEO send a company wide message about

security.

During months four through six, monthly training and
simulations continued. Click rates fell steadily. Security
champions were identified. Employees began reporting
suspicious messages. Leadership became more visible and

more engaged.

By months seven through nine, the change was obvious.
Click rates kept declining. Reporting rates increased. The
company completed its first tabletop exercise. Security
began to appear in leadership conversations and routine

planning.

By the end of the first year, the phishing click rate had fallen
from 47% to 4%. Reporting rates had climbed sharply.
Training completion reached ninety-eight percent.
Employees began speaking with pride about the company’s

security posture. New hires noticed it. Clients noticed it too.

The benefits reached beyond awareness scores. The
company improved trust, lowered risk, strengthened its
insurability, and gained a real advantage in customer

conversations.
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That is what a security culture can do when it becomes part

of how an organization thinks and works.
The ROI of Security Culture

Security culture is sometimes treated as a soft investment

because it deals with behavior, training, and communication.

In practice, it can produce one of the highest returns in the

entire security program.

The yearly cost of awareness training, internal
communication, leadership time, and champion support is
often modest when compared with the financial impact of

even one major incident.

A single prevented phishing attack can avoid ransomware,
business email compromise, legal exposure, downtime,

recovery costs, customer disruption, and reputational harm.

That is why security culture should never be seen as a nice

extra once the technical controls are in place.
It is one of the controls.

And in many cases, it is the control that determines whether

the others succeed or fail.
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Chapter Summary: Building Security Culture
Technology matters, but it is not enough.

The human element continues to shape whether security
succeeds or fails in the real world. That makes culture central

to the security strategy, not secondary to it.

A strong security culture rests on four pillars.
Awareness helps people recognize threats.
Accountability makes responsibilities clear.
Empowerment gives people the confidence to act.

Continuous improvement keeps the culture relevant as risks

evolve.

This kind of culture does not appear by chance. It is built
through intention, repetition, trust, and leadership. It grows
through communication, recognition, measurement, and

steady reinforcement.

Most importantly, it grows when the organization stops
treating security as the responsibility of a specialist team and

starts treating it as part of how everyone works.

That is when security becomes durable.
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That is when it becomes embedded.

That is when the organization becomes far harder to

compromise.
Next Section Preview

You have now covered the strategic foundations, the

transformation roadmap, and the human side of security.
The appendices turn those ideas into practical tools.

Appendix A provides an IT health assessment checklist.
Appendix B explains the essential terminology in plain
language.

Appendix C offers resources for further reading and deeper

application.

These sections are designed to help readers move from

understanding to action.
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Appendix A: The IT Health Assessment
Checklist

Introduction

This comprehensive assessment helps you evaluate your
current IT environment across eight critical categories. Use

it to:

e Establish a baseline of your current IT health
Identify gaps and risks

Prioritize improvements

Track progress over time

Prepare for MSP evaluation conversations

How to use this checklist:

1. Complete honesty - This is for your benefit, not a
test to pass

2. Involve the right people - Some questions require
IT expertise, others require business knowledge

3. Score each item - Yes (1 point), Partial (0.5 points),
No (0 points)

4. Calculate section scores - Total points / possible
points = percentage

5. Interpret results - Use the scoring guide for each
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section
6. Prioritize gaps - Focus on critical categories first

7. Reassess regularly - Quarterly or semi-annually

Time required: 2-3 hours for thorough completion

Section 1: Infrastructure and Operations (30

points possible)
Hardware and Infrastructure

1.1 Server Infrastructure

e All servers are under active support/warranty

e Servers are properly sized for the current
workload

e Server hardware is less than 5 years old

e Redundant power supplies on critical servers

1.2 Network Infrastructure

Business-class firewall (not consumer-grade)
Managed network switches (not unmanaged)
Wireless access points are enterprise-grade
Network equipment under active
support/warranty

1.3 Endpoint Devices
e All workstations/laptops meet minimum

specifications for business use
e Devices are less than 4 years old (on average)
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Standardized hardware across organization
(minimal variety)
Adequate spare equipment available

Software and Licensing

1.4 Operating Systems

All systems running supported OS versions (no
end-of-life)

OS licenses properly tracked and documented
Consistent OS versions across the organization

1.5 Business Applications

All business-critical applications identified and
documented

Software licenses are properly managed and
compliant

Applications are current/supported versions

Patch Management

1.6 Updates and Patches

Automated patch management system in place
Security patches deployed within 30 days
Patch compliance >90% across all systems
Patch testing process before deployment

Monitoring and Maintenance

1.7 System Monitoring
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Active monitoring on all servers and critical
systems

Proactive alerting for issues

Regular maintenance windows are scheduled
Performance baselines documented

Documentation

1.8 IT Documentation

Current network diagram exists

Asset inventory is current and complete
System configurations documented
Administrative passwords properly managed
(password vault)

Section 1 Score: /30= %

Interpretation:

90-100% (27-30 points): Excellent -
Infrastructure well-managed

75-89% (23-26 points): Good - Minor gaps to
address

60-74% (18-22 points): Fair - Significant
improvements needed

Below 60% (<18 points): Poor - Critical
infrastructure risks
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Section 2: Security Controls (45 points possible)

Endpoint Security

2.1 Endpoint Protection

Endpoint Detection and Response (EDR)
deployed

Endpoint protection centrally managed
Protection software is current and up-to-date
Firewall enabled on all endpoints

2.2 Endpoint Configuration

Full disk encryption on all laptops
BitLocker/FileVault enabled on all devices
Screen lock timeout configured (<15 minutes)
USB device controls in place

Local administrator rights removed from users

Network Security

2.3 Network Protection
e Next-generation firewall with threat prevention
e Intrusion detection/prevention system (IDS/IPS)
e Network segmentation (guest network isolated)
e VPN with multi-factor authentication for remote

access
Wireless networks using WPA3 or 802.1x
encryption / authentication
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2.4 Network Monitoring

e Network traffic monitored for anomalies
e Security event logging enabled
e DNS filtering/web filtering in place

Email Security
2.5 Email Protection

e Advanced email security (beyond basic spam
filtering)

Phishing protection enabled

Email encryption available when needed
DMARC/SPF/DKIM configured

Email retention policies defined

Identity and Access Management
2.6 Authentication

e Multi-factor authentication (MFA) on all
administrator accounts

e MFA on all user accounts

¢ Single Sign-On (SSO) implemented where
possible

e Password manager provided to all users

2.7 Access Control

e Role-based access control (RBAC) implemented

e Regular access reviews conducted (quarterly)

e Terminated employee access removed
immediately
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Vulnerability Management

2.8 Security Testing

Regular vulnerability scanning (at least
quarterly)

Penetration testing conducted (annually
minimum)

Vulnerabilities tracked and remediated

Critical vulnerabilities addressed within 30 days

Data Protection

2.9 Data Security

Data classification system in place
Sensitive data encrypted at rest

Sensitive data encrypted in transit

Data loss prevention (DLP) tools deployed
Secure file sharing solution in place

Security Monitoring and Logging

2.10 Logging and Monitoring

Security Information and Event Management
(SIEM) or equivalent

Logs retained for appropriate period (90+ days)
Security alerts reviewed daily

Log correlation and analysis performed

120



The IT Survival Playbook

Mobile and Remote Work Security

2.11 Mobile Device Management

Mobile Device Management (MDM) solution
deployed

Company data separated from personal on
mobile devices

Remote wipe capability for lost/stolen devices

Section 2 Score: /45 = %

Interpretation:

90-100% (40-45 points): Excellent - Strong
security posture

75-89% (35-39 points): Good - Some security
gaps to close

60-74% (30-34 points): Fair - Significant
security risks

Below 60% (<30 points): Critical - Immediate
security improvements needed

Section 3: Backup and Disaster Recovery (25

points possible)

Backup Systems

3.1 Backup Coverage

All critical systems backed up
All critical data backed up
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e Backup schedule appropriate (daily minimum
for critical data)

e Backup retention meets business/compliance
needs

e Backup solution is enterprise-grade (not
consumer)

3.2 Backup Storage

e Offsite or cloud backup copy maintained

e Backup storage separate from production (3-2-1
rule)

e Backup data encrypted

e Backup storage capacity adequate

e Backups are immutable

Backup Testing and Verification
3.3 Backup Validation

Backups verified successful daily

Restore testing performed monthly

Full disaster recovery test annually

Test results documented

Recovery time objectives (RTO) documented

Disaster Recovery
3.4 DR Planning

Disaster recovery plan documented

DR plan tested annually

Recovery point objectives (RPO) documented
Critical systems identified and prioritized
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DR procedures accessible offsite

Business Continuity

3.5 Business Continuity

Business impact analysis (BIA) conducted
Business continuity plan documented
Alternative work locations identified
Communication plan for disasters

BC plan reviewed and updated annually

Section 3 Score: /25 = %

Interpretation:

90-100% (23-25 points): Excellent - Strong
backup and DR capabilities

75-89% (19-22 points): Good - Minor DR gaps
60-74% (15-18 points): Fair - Significant DR
risks

Below 60% (<15 points): Critical - DR
capabilities inadequate

Section 4: Identity and Access Management (26

points possible)

User Account Management

4.1 Account Lifecycle

New employee accounts created based on
documented process
Account provisioning based on role/department
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Terminated employee access was removed on
the same day

Account creation/changes require approval
Inactive accounts disabled automatically (90
days)

4.2 Account Security

No shared accounts in use

Service accounts are properly managed
Default accounts disabled or removed
Account naming convention followed

Authentication and Authorization

4.3 Password Policy

Minimum password length enforced (12+
characters)

Password complexity requirements
Password history prevents reuse
Password expiration appropriate (or
passwordless)

Password manager provided and used

4.4 Multi-Factor Authentication

MFA on all administrative accounts
MFA on all remote access
MFA on all cloud services
MFA on all user accounts
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Privileged Access Management
4.5 Administrator Accounts

Separate admin accounts for IT staff
Admin accounts use MFA

Privileged account activity logged
Privileged account usage reviewed regularly

Third-Party Access
4.6 Vendor and Partner Access

e Third-party access properly controlled

e Vendor access limited to specific
systems/timeframes

e Vendor access monitored and logged

e Vendor access reviewed quarterly

Section 4 Score: /26 = %
Interpretation:

e 90-100% (24-26 points): Excellent - Strong
IAM controls

e 75-89% (21-23 points): Good - Minor [AM
improvements needed

o 60-74% (16-21 points): Fair - TAM weaknesses
present

e Below 60% (<16 points): Critical - [AM
controls are inadequate
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Section 5: Compliance and Governance (22

points possible)

Policies and Standards
5.1 IT Policies

Acceptable use policy exists and is current
Data handling/classification policy exists
Incident response policy exists

Change management policy exists

All policies reviewed annually

All employees acknowledge policies

5.2 Security Standards

e Security framework followed (NIST, CIS, ISO,
etc.)

e Security standards documented

e Standards compliance measured

Compliance
5.3 Regulatory Compliance

e Applicable regulations identified (HIPAA, PCI-
DSS, etc.)

Compliance requirements documented
Compliance controls implemented

Compliance audited (internal or external)

Audit findings addressed promptly
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Governance

5.4 IT Governance

e IT governance structure defined
e [T strategy aligned with business goals
e Regular IT leadership meetings
e IT budget planning process
Risk Management
5.5 Risk Assessment

Regular IT risk assessments conducted
Risks documented and tracked

Risk mitigation plans in place

Risk reporting to leadership

Section 5 Score: /22 = %

Interpretation:

90-100% (20-22 points): Excellent - Strong
compliance and governance

75-89% (17-20 points): Good - Minor
compliance gaps

60-74% (13-16 points): Fair - Compliance
weaknesses

Below 60% (<13 points): Critical - Compliance
failures likely
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Section 6: Vendor and Third-Party Management

(16 points possible)

Vendor Inventory and Management

6.1 Vendor Documentation

Al IT vendors/service providers documented
Vendor contacts and escalation paths
documented

Vendor contracts maintained and accessible
Vendor performance tracked

Vendor Risk Management

6.2 Vendor Security
e Vendor security assessments conducted
e Vendor access properly controlled
e Vendor data handling agreements in place
e Vendor incidents would be detected

SaaS and Cloud Management

6.3 SaaS Applications

All SaaS applications inventoried

SaaS security settings reviewed

SaaS data backup/export capability verified
Shadow IT monitoring in place
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Service Level Management

6.4 SLAs and Support

e Service level agreements (SLAs) defined
e SLA performance tracked
e Support response times meet needs
e Vendor escalation process clear
Section 6 Score: /16 = %
Interpretation:

e 90-100% (15-16 points): Excellent - Vendors
are well-managed

e 75-89% (12-14 points): Good - Minor vendor
management gaps

e 60-74% (10-11 points): Fair - Vendor risks
present

e Below 60% (<10 points): Critical - Vendor
management is inadequate

Section 7: Incident Response (17 points possible)

Incident Response Planning
7.1 IR Preparation

Incident response plan documented

IR roles and responsibilities defined

The IR team identified and trained

IR contact information current

IR plan tested (tabletop exercise minimum)
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Incident Detection and Response

7.2 Detection Capabilities

Security monitoring detects incidents
Incident reporting process is clear
After-hours incident response available
Incident severity classification defined

7.3 Response Procedures

Incident response procedures documented
Containment procedures defined
Evidence preservation procedures exist
Communication templates prepared

Incident Learning and Improvement

7.4 Post-Incident Activities

e Incidents documented and tracked

e Post-incident reviews conducted

e Lessons learned captured

e IR plan updated based on lessons learned
Section 7 Score: /17 = %
Interpretation:

90-100% (16-17 points): Excellent - Strong IR
capabilities

75-89% (14-15 points): Good - Minor IR gaps
60-74% (10-13 points): Fair - IR capabilities
limited
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e Below 60% (<10 points): Critical - IR
capabilities inadequate

Section 8: User Experience and Support (16
points possible)

Help Desk and Support
8.1 Support Services

e Help desk/support available during business
hours

e After-hours emergency support available

e Support request process is clear and easy

e Ticketing system in use

e Support SLAs defined

8.2 Support Quality

First-call resolution tracked (goal: >70%)
Average resolution time acceptable (<24 hours)
Support satisfaction measured

Support documentation available to users

User Training and Communication
8.3 User Enablement

New employee IT onboarding process
Security awareness training provided
IT change communications are timely
Self-service resources available

User Satisfaction
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8.4 User Experience

e User satisfaction is surveyed regularly
e [T issues don't significantly impact productivity
e Users confident in IT support

Section 8 Score: /16 = %
Interpretation:

e 90-100% (14-16 points): Excellent - Users well-
supported

o 75-89% (11-13 points): Good - Minor UX
improvements possible

e 60-74% (9-10 points): Fair - User experience
issues

e Below 60% (<9 points): Critical - User support
is inadequate
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Total Scores

Section Score | Possible | Percentage

1. Infrastructure and 30 %
Operations

2. Security Controls 45 %

3. Backup and Disaster 25 %
Recovery

4. Identity and Access 26 %
Management

5. Compliance and 22 %
Governance

6. Vendor and Third- 16 %
Party Management

7. Incident Response 17 %

8. User Experience and 16 %
Support

Total 197 %
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Overall Health Rating Based on your total
percentage:
90-100% (162-180 points): Excellent

Your IT environment is mature, secure, and well-managed.
Focus on continuous improvement and staying current with

emerging threats.
75-89% (135-161 points): Good

Your IT environment is generally healthy with some areas

for improvement. Prioritize closing identified gaps.
60-74% (108-134 points): Fair

Your IT environment has moderate gaps that need attention.
Create a prioritized improvement plan focusing on high-risk

areas.
Below 60% (<108 points): Needs Immediate Attention

Your IT environment has significant gaps that create
substantial risk. Immediate action is required. Consider

engaging professional assistance.
Priority Matrix

Based on your scores, prioritize improvements using this
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matrix:
Critical Priority (Address Immediately):

Any section scoring <50%

Security Controls gaps (Section 2)

Backup and DR failures (Section 3)

Critical infrastructure end-of-life (Section 1)

High Priority (Address Within 3 Months):

e Sections scoring 50-69%

e Identity and Access Management weaknesses
(Section 4)

e Compliance gaps (Section 5)

¢ Incident Response deficiencies (Section 7)

Medium Priority (Address Within 6 Months):

Sections scoring 70-84%

Documentation gaps (Section 1)

Vendor management improvements (Section 6)
User experience enhancements (Section §)

Low Priority (Address Within 12 Months):

e Sections scoring 85%+
e Optimization opportunities
e Nice-to-have enhancements

Next Steps
1. Review Results with IT Leadership

Share this assessment with your IT team or MSP to discuss
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findings and priorities.
2. Create Improvement Roadmap

Develop a phased plan to address identified gaps, starting

with critical priorities.
3. Establish Baseline

Document your current scores as a baseline for measuring

improvement over time.
4. Schedule Reassessment

Plan to repeat this assessment in 6-12 months to track

progress.
5. Consider Professional Assessment

If your score is <60% or you have significant gaps, consider

engaging a professional IT assessment.

Using This Assessment

For Internal IT Teams

Use this checklist to:
e Identify gaps in your current environment
e Prioritize improvement projects

e Demonstrate the value of IT investments to
leadership
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e Track improvement over time
e Prepare for audits or compliance assessments

For Organizations Evaluating MSPs
Use this checklist to:

e Understand your current state before MSP
conversations

e Ask informed questions during MSP evaluation

e Verify MSP promises against actual needs

e Set clear expectations for transition and
improvement

e Measure MSP performance post-transition

For New IT Leaders
Use this checklist to:

e Quickly understand the IT environment you're
inheriting

e Identify immediate risks and priorities

¢ Build credibility by addressing critical gaps
quickly

e (Create a roadmap for your first 90-180 days

e Establish metrics for tracking improvement

Appendix A Summary
This IT Health Assessment Checklist provides:
e Comprehensive 180-point evaluation across 8

categories
e Clear scoring and interpretation guidance
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e Prioritization framework for improvements
e Foundation for IT strategy and planning
e Baseline for measuring progress

Remember: The goal isn't to achieve 100% immediately.

The goal is to:

1. Understand your current state honestly
2. Identify and prioritize gaps

3. Create a realistic improvement plan

4. Measure progress over time

5. Continuously improve

Use this assessment as a living document - revisit it quarterly

or semi-annually to track your IT transformation journey.
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Appendix B: Glossary of Terms (The Only
Jargon Guide You'll Need)

Introduction

IT is full of jargon, acronyms, and technical terms. This
glossary provides clear, plain-English definitions of the most
important terms you'll encounter as a business leader

managing IT.

Terms are organized alphabetically within categories for

easy reference.
General IT Terms

Asset Inventory

A comprehensive list of all technology hardware and
software owned or used by an organization, including
computers, servers, network equipment, software licenses,

and cloud services.
Bandwidth

The amount of data that can be transmitted over a network
connection in a given time. Higher bandwidth means faster

data transfer. Typically measured in Mbps (megabits per
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second) or Gbps (gigabits per second).
Cloud Services / Cloud Computing

Technology services are delivered over the internet rather
than from equipment in your office. Examples include
Microsoft 365, Google Workspace, Salesforce, and cloud
backup services. "The cloud" is just someone else's

computer/data center that you access via the internet.
Downtime

The period when a system, service, or network is unavailable
or not functioning properly. Unplanned downtime is usually
due to failures or incidents. Planned downtime occurs during

scheduled maintenance.
End of Life (EOL)

When a vendor stops supporting a product (hardware or
software). After EOL, no security updates or technical

support are available, creating security and reliability risks.
Firewall

A security system that monitors and controls network traffic
based on predetermined security rules. Think of it as a

security guard that decides what traffic is allowed in and out
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of your network.
Infrastructure

The foundational technology components that support your
IT environment. This includes servers, network equipment,

workstations, and the connections between them.
Latency

The delay before a transfer of data begins following an
instruction. Low latency is good (fast response). High
latency is bad (slow response). Measured in milliseconds

(ms).
Network

The system of connected computers and devices that allows

them to communicate and share resources.
On-Premise / On-Prem

Technology infrastructure (servers, equipment) is physically
located in your office or facility, as opposed to cloud-based

services.
Patch

A software update that fixes bugs, security vulnerabilities, or

adds minor improvements. "Patching" is the process of
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applying these updates.
Remote Monitoring and Management (RMM)

Software that allows IT teams to monitor, manage, and
support computers and systems remotely without physically

being present.
Server

A computer or system that provides data, services, or
functionality to other computers (called "clients") on a
network. Common types include file servers, email servers,

and application servers.
SLA (Service Level Agreement)

A commitment between a service provider and a client that
defines the expected level of service, including response

times, uptime guarantees, and support availability.
Software as a Service (SaaS)

Software delivered via the internet on a subscription basis
rather than installed on your computers. Examples include

Salesforce, Microsoft 365, Slack, and Zoom.
Switch

A network device that connects devices within a network
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and forwards data to specific destinations. Think of it as a

traffic director for your network.
Uptime

The percentage of time a system or service is available and
functioning properly. "99.9% uptime" means the system is

down no more than about 8.76 hours per year.
Virtual Private Network (VPN)

A secure connection over the internet that allows remote
workers to access company resources safely. It encrypts data

and makes the connection private.
Security Terms
Advanced Persistent Threat (APT)

A prolonged and targeted cyberattack in which an intruder
gains access to a network and remains undetected for an
extended period. Typically associated with nation-states or

highly sophisticated criminal groups.
Antivirus / Anti-Malware

Software designed to detect, prevent, and remove malicious

software from computers and devices.

Botnet
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A network of infected computers controlled by attackers
without the owners' knowledge, often used to send spam or

conduct distributed denial-of-service attacks.
Business Email Compromise (BEC)

A sophisticated scam targeting businesses that frequently
wire transfer funds. Attackers impersonate executives or
vendors to trick employees into sending money to fraudulent

accounts.
CIS Controls (Center for Internet Security Controls)

A prioritized set of security best practices designed to help
organizations protect themselves against cyberattacks.

Organized into 18 critical security controls.
Credential Stuffing

An attack in which stolen username-password combinations
from one breach are used to attempt to access other accounts,
exploiting people who reuse passwords.

Cryptojacking

Unauthorized use of someone's computer to mine
cryptocurrency slows down systems and increases electricity

costs.
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Data Breach

An incident where sensitive, confidential, or protected data

is accessed, stolen, or used by unauthorized individuals.
DDoS (Distributed Denial of Service)

An attack that floods a network, system, or website with
excessive traffic to overwhelm it and make it unavailable to

legitimate users.
Endpoint

Any device that connects to your network, including
computers, laptops, smartphones, tablets, and servers.

Endpoint security refers to protecting these devices.
Endpoint Detection and Response (EDR)

Advanced security software that continuously monitors
endpoints for threats, detects suspicious behavior, and

responds to incidents.
Encryption

The process of encoding data so that only authorized parties
can read it. Think of it as putting data in a locked box that
only people with the right key can open.

Exploit
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A piece of code or technique that takes advantage of a
security vulnerability to gain unauthorized access or cause

unintended behavior in software or systems.
Incident Response

The organized approach to addressing and managing the
aftermath of a security breach or cyberattack, with the goal

of limiting damage and reducing recovery time and costs.

Intrusion Detection System (IDS) / Intrusion Prevention

System (IPS)

Security systems that monitor network traffic for suspicious
activity. IDS detects and alerts. IPS detects and actively
blocks threats.

Malware

Short for malicious software. Any software intentionally
designed to cause damage, steal data, or gain unauthorized

acCcCess.

Multi-Factor Authentication (MFA) / Two-
Factor Authentication (2FA)
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A security method requiring two or more verification

methods to access an account.
NIST Cybersecurity Framework (CSF)

A flexible approach to managing cybersecurity risk
developed by the National Institute of Standards and
Technology. Organized around six functions: Identify,

Protect, Detect, Respond, Recover, and Govern.
Penetration Testing

A simulated cyberattack against your system to identify

vulnerabilities before malicious attackers do.
Phishing

Fraudulent attempts to obtain sensitive information by

pretending to be a trustworthy entity.
Common types include:

Spear Phishing: Targeted phishing aimed at specific

individuals or organizations

Whaling: Phishing that targets high-profile executives
Vishing: Voice phishing conducted by phone

Smishing: Phishing through SMS or text messages
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Ransomware

Malicious software that encrypts data and demands payment

for the decryption key.
Security Information and Event Management (SIEM)

Software that aggregates and analyzes security data from

across an organization to identify and respond to threats.
Social Engineering

Psychological manipulation is used to trick people into
revealing confidential information or performing actions

that compromise security.
Spyware

Malicious software that secretly monitors and collects

information about users without their knowledge.
Threat Intelligence

Information about emerging cybersecurity threats, attack

methods, and threat actors.
Trojan Horse

Malware disguised as legitimate software that tricks users

into installing it.
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Virus

Malicious code that attaches itself to legitimate programs

and spreads when those programs are executed.
Vulnerability

A weakness in a system, application, or process that could

be exploited by attackers.
Zero-Day Vulnerability / Zero-Day Exploit

A vulnerability that attackers exploit before the vendor has

released a fix.
Backup and Disaster Recovery Terms
Backup

A copy of data stored separately from the original, used to

restore data in case of loss, corruption, or disaster.
Backup Rotation

A strategy for managing multiple backup copies over time.
Business Continuity Plan (BCP)

A documented strategy for maintaining business operations

during and after a disruption.

Business Impact Analysis (BIA)
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An assessment that identifies critical business functions and

the potential impact of disruptions.
Disaster Recovery (DR)

The process, policies, and procedures for restoring

technology infrastructure and operations after a disaster.
Disaster Recovery as a Service (DRaaS)

A cloud-based service that replicates and hosts servers to

enable failover in a disaster.
Failover

Automatic switching to a backup system when the primary

system fails.
High Availability (HA)

System design that ensures high uptime through redundancy

and failover capabilities.
Hot Site / Warm Site / Cold Site

Hot Site: Fully equipped backup facility ready for immediate
failover

Warm Site: Partially equipped facility requiring setup time
Cold Site: Basic facility requiring significant setup
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Recovery Point Objective (RPO)
Maximum acceptable amount of data loss measured in time.
Recovery Time Objective (RTO)

Maximum acceptable time to restore a system after

disruption.
Redundancy

Backup components or systems that take over when another

component fails.
Replication

Copying data from one location to another in real time or

near real time.

Snapshot

A point-in-time copy of data or system state.
3-2-1 Backup Rule

Keep three copies of your data, on two different media types,

with one copy stored offsite.
Identity and Access Management Terms

Access Control List (ACL)
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A list of permissions specifying which users or groups can

access an object.
Authentication

The process of verifying that someone is who they claim to

be.

Authorization

Determining what an authenticated user is allowed to access.
Identity Provider (IdP)

A system that manages identity information and

authentication services.

Just-in-Time (JIT) Access

Temporary access granted only when needed.
Least Privilege Principle

Users receive the minimum level of access required to

perform their job.
Password Manager

Software that stores passwords securely and generates strong

passwords.

Privileged Account
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An account with elevated permissions capable of making

major system changes.
Privileged Access Management (PAM)

Tools and processes used to secure and monitor privileged

accounts.

Role-Based Access Control (RBAC)

Access granted based on user roles within an organization.
Single Sign-On (SSO)

An authentication method allowing users to access multiple

applications with one login.
User Account

A digital identity allows someone to authenticate and access

systems.
Compliance and Governance Terms

Audit

A systematic evaluation of an organization's systems,

controls, or compliance.
Compliance

Adherence to laws, regulations, and internal policies.

153



Nolan Garrett

Data Classification
Organizing data into categories based on sensitivity.
Data Loss Prevention (DLP)

Tools and strategies designed to prevent unauthorized data

transmission.
Data Privacy

Protection of personal information from unauthorized

access.
GDPR

European Union regulation governing personal data

protection.

HIPAA

US law protecting sensitive patient health information.
ISO 27001

International standard for information security management

systems.
PCI-DSS

Security standards for organizations handling credit card

information.
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PHI

Protected Health Information under HIPAA.
PII

Personally Identifiable Information.

Risk Assessment

Process of identifying and evaluating risks to information

assets.
SOC 2

Audit procedure ensuring service providers manage

customer data securely.
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Appendix C: Resources and Further

Reading

Introduction

This appendix provides curated resources for business
leaders who want to deepen their IT and cybersecurity
knowledge. Resources are organized by topic and annotated

with recommendations on when and why to use them.
Cybersecurity Frameworks and Standards
NIST Cybersecurity Framework

Resource: NIST Cybersecurity Framework 2.0

URL: https://www.nist.gov/cyberframework

Best for: Understanding security framework structure

and implementation guidance

Time investment: 2-4 hours to review core components
Recommendation: Start with the Framework Overview

document for a high-level understanding
CIS Controls

Resource: CIS Critical Security Controls v8
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URL: https://www.cisecurity.org/controls

Best for: Practical, prioritized security controls for
implementation

Time investment: 3-5 hours to review the first 18
controls

Recommendation: Focus on the Implementation
Groups to understand what applies to your organization's

size
IS0 27001

Resource: ISO/IEC 27001:2022 Information Security

Management

URL:https://www.iso.org/isoiec-27001-information

security.html

Best for: Organizations pursuing formal information

security certification
Time investment: 10-20 hours for full standard review

Recommendation: Consider engaging a consultant if

pursuing certification

Industry Reports and Research
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Verizon Data Breach Investigations Report (DBIR)
Published: Annually (typically April/May)

URL:https://www.verizon.com/business/resources/repo

rts/dbir/

Best for: Understanding the current threat landscape and

breach patterns

Time investment: 1-2 hours (executive summary
available)
Recommendation: Required reading for any leader

managing cybersecurity risk
Key insights from the latest reports:
¢ Human element involved in 74% of breaches

e Social engineering tactics are increasingly

sophisticated
e Ransomware remains the top threat
e Third-party risks are growing significantly
IBM Cost of a Data Breach Report
Published: Annually (typically July/August)

URL: https://www.ibm.com/reports/data-breach
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Best for: Understanding the financial impact of breaches

and cost factors

Time investment: 1-2 hours (executive summary
available)
Recommendation: Use for business case development

and risk assessment
Key insights from the latest reports:
e Average breach cost: $4.45 million globally
o Healthcare average: $10.93 million
e Time to identify and contain: 277 days average
e Al and automation reduce costs significantly
Microsoft Digital Defense Report

Published: Annually (typically September/October)
URL:

https://www.microsoft.com/security/business/microsoft

-digital-defense-report

Best for: Comprehensive threat intelligence from

Microsoft's global perspective

Time investment: 2-3 hours (100+ page report)
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Recommendation: Focus on chapters relevant to your
industry
State of Cybersecurity Reports (Various)

Sophos State of Ransomware Report

URL: https://www.sophos.com/en-us/labs/security-

threat-report

Focus: Ransomware trends and recovery costs
Cybersecurity Ventures Reports

URL: https://cybersecurityventures.com

Focus: Cybercrime economics and predictions
SANS Institute Security Surveys

URL: https://www.sans.org/reading-room

Focus: Technical security practices and trends
Government and Industry Resources

CISA (Cybersecurity and Infrastructure Security
Agency)

URL: https://www.cisa.gov

Best for: Authoritative security alerts, guidance, and
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resources
Key resources:

o Security alerts and advisories
o Free cybersecurity services
o Incident response resources

e Security awareness materials
Recommended subscriptions:

e CISA Alert System (email alerts for -critical
threats)

e National Cyber Awareness System

MS-ISAC (Multi-State Information Sharing and
Analysis Center)

URL: https://www.cisecurity.org/ms-isac

Best for: Threat intelligence and collaboration for

state/local government and critical infrastructure
Services:

e 24/7 Security Operations Center

o Cyber threat intelligence

o Incident response assistance
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o Security awareness training resources

Recommendation: If eligible (state/local government,
education, critical infrastructure), membership provides

excellent value

FTC (Federal Trade Commission) - Cybersecurity

for Business

URL:https://www.ftc.gov/businessguidance/cybersecur

ity
Best for: Understanding regulatory requirements and

business responsibilities
Key resources:

o Start with the Security guide

o Data breach response guide

o Small business cybersecurity resources
FBI IC3 (Internet Crime Complaint Center)

URL: https://www.ic3.g0v

Best for: Reporting cybercrimes and understanding

current scams/threats

Resources:
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e Annual Internet Crime Report
o Current scam alerts

o Crime reporting portal
Training and Awareness Platforms
Security Awareness Training

KnowBe4

URL: https://www.knowbe4.com

Best for: Comprehensive security awareness training

with an extensive content library
Price range: $3-10 per user/month

Recommendation: Industry leader, excellent for

organizations of all sizes
SANS Security Awareness

URL: https://www.sans.org/security-awareness-training

Best for: High-quality training content from recognized

security experts
Price range: Custom pricing

Recommendation: Premium option, excellent for
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highly regulated industries
Proofpoint Security Awareness Training

URL:

https://www.proofpoint.com/us/products/security-

awareness-training

Best for: Integration with Proofpoint email security
Price range: Custom pricing

Recommendation: Good if already using Proofpoint for

email security
Technical Training and Certifications

CompTIA Certifications

URL: https://www.comptia.org/certifications

Best for: Vendor-neutral IT and security certifications
Relevant certs: Security+, Network+, CySA+

Recommendation: Good baseline certifications for IT

staff
SANS Institute

URL: https://www.sans.org
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Best for: Advanced security training and GIAC

certifications

Price range: Premium ($6,000-9,000 per course)
Recommendation: Excellent for security professionals,

expensive but worth it
Microsoft Learn

URL: https://learn.microsoft.com

Best for: Microsoft-specific certifications (Azure,

Microsoft 365, Security)

Price range: Free training, paid certification exams
Recommendation: Essential if using Microsoft

platforms
Books for Business Leaders

The Phoenix Project

Authors: Gene Kim, Kevin Behr, George Spafford
Focus: IT operations and DevOps principles told

through a business novel

Best for: Understanding IT operational challenges and

modern IT practices
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Time investment: 8-12 hours

Recommendation: Excellent introduction to IT

operations for non-technical leaders
The Unicorn Project

Author: Gene Kim

Focus: Sequel to Phoenix Project, focuses on developers

and technical staff

Best for: Understanding technical challenges and

modern development practices

Time investment: 8-10 hours

Recommendation: Good follow-up to Phoenix Project
This Is How They Tell Me the World Ends

Author: Nicole Perlroth

Focus: Cyber warfare and the zero-day market

Best for: Understanding nation-state threats and cyber

weapons
Time investment: 10-12 hours

Recommendation: Eye-opening perspective on cyber
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threats
Cybersecurity Is Everybody's Business
Author: Scott N. Schober
Focus: Practical cybersecurity for business leaders

Best for: Accessible introduction to cybersecurity

concepts
Time investment: 4-6 hours

Recommendation: Good starting point for business

leaders new to cybersecurity
Sandworm
Author: Andy Greenberg
Focus: Russia's most destructive cyberattack unit

Best for: Understanding sophisticated cyber attacks and

their impact
Time investment: 8-10 hours

Recommendation: Compelling read that illustrates real

cyber threats

The Art of Invisibility
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Author: Kevin Mitnick
Focus: Privacy and security in the digital age

Best for: Understanding personal security and privacy

risks
Time investment: 6-8 hours

Recommendation: Accessible and practical for all

readers

Industry Associations and Memberships

ISACA (Information Systems Audit and Control

Association)

URL: https://www.isaca.org

Focus: IT governance, risk, security, and audit
Benefits:

o Professional certifications (CISA, CISM, CRISC)
e Resources and knowledge base
e Local chapter networking

o Industry research and publications

Membership cost: $135-185/year
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Recommendation: Valuable for IT governance and
compliance professionals

(ISC)* (International Information System

Security Certification Consortium)

URL: https://www.isc2.org

Focus: Information security professionals
Benefits:

e Professional certifications (CISSP, CCSP, SSCP)
e Continuing education resources
e Industry networking

e Career development

Membership cost: $125/year (included with
certifications)
Recommendation: Gold standard for security

professionals
Technology Councils and Peer Groups

Vistage Technology Councils

Focus: Peer advisory groups for technology executives

Benefits: Peer learning, confidential discussions, expert
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speakers
Recommendation: Excellent for CEOs and senior

leaders

Technology Services Industry Association (TSIA)
Focus: Technology service and support best practices
Benefits: Research, benchmarking, networking

Recommendation: Good for MSPs and technology

service providers
Podcasts and Ongoing Education
Security-Focused Podcasts

Darknet Diaries
Host: Jack Rhysider

Focus: True stories from the dark side of the internet

Episode length: 30-60 minutes
Frequency: Every Tuesday

Recommendation: Engaging storytelling makes

security accessible
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The CyberWire Daily
Host: Dave Bittner

Focus: Daily cybersecurity news and analysis

Episode length: 20-30 minutes
Frequency: Daily

Recommendation: Great way to stay current with

minimal time investment

Risky Business
Hosts: Patrick Gray and Adam Boileau
Focus: Information security news and issues
Episode length: 45-60 minutes
Frequency: Weekly

Recommendation: More technical, good for deeper

understanding
Business and Technology Podcasts
Pivot

Hosts: Kara Swisher and Scott Galloway

Focus: Tech news, business, and policy
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Episode length: 45-60 minutes

Frequency: Twice weekly

Recommendation: Broader tech industry context
al6z Podcast

Host: Andreessen Horowitz team

Focus: Technology trends and venture capital

perspectives
Episode length: 20-40 minutes
Frequency: Regular

Recommendation:  Forward-looking  technology

discussions
Online Courses and Platforms

Coursera

URL: https://www.coursera.org

Relevant courses:

e "Introduction to Cyber Security" (NYU)
e "Cybersecurity for Business" (University of

Colorado)
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e "IT Fundamentals for Business Professionals" (IBM)

Price: $49/month subscription or $49-99 per course
Recommendation: Structured learning for those who

want formal courses
Udemy

URL: https://www.udemy.com

Relevant courses:

e "The Complete Cyber Security Course."
e "IT Manager's Survival Guide."

e Various vendor-specific courses
Price: $10-200 per course (frequent sales)

Recommendation: Good for specific skill development,

variable quality
LinkedIn Learning

URL: https://www.linkedin.com/learning

Relevant paths:

e "Become a Cybersecurity Specialist."
e "Master IT Management."

e "Become a Network Administrator."
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Price: $29.99/month or $239.88/year

Recommendation: Good if already using LinkedIn,

broad course selection
Blogs and News Sources
Security-Focused Blogs

Krebs on Security

URL: https://krebsonsecurity.com

Focus: In-depth security journalism

Update frequency: Several times per week

Recommendation: Must-read for security news
Schneier on Security

URL: https://www.schneier.com

Focus: Security and cryptography by renowned expert

Bruce Schneier

Update frequency: Several times per week

Recommendation: Thoughtful, expert analysis
Troy Hunt's Blog

URL: https://www.troyhunt.com
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Focus: Web security, data breaches, privacy
Update frequency: Weekly
Recommendation: Practical security insights
Technology News

Ars Technica

URL: https://arstechnica.com

Focus: In-depth technology news and analysis

Recommendation: Excellent technical journalism
The Register

URL: https://www.theregister.com

Focus: Enterprise IT news with skeptical tone
Recommendation: Good for the IT industry perspective

CSO Online

URL: https://www.csoonline.com

Focus: Security news for business leaders

Recommendation: Business-focused security coverage

Tools and Assessment Resources
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Security Assessment Tools

NIST Cybersecurity Framework Assessment Tool
URL: Available through various vendors
Purpose: Self-assessment against NIST CSF
Cost: Free to ~$1,000 depending on the platform

Recommendation: Good starting point for maturity

assessment
CIS Controls Self Assessment Tool (CIS-CAT)

URL:https://www.cisecurity.org/cybersecuritytools/cis-

cat-pro

Purpose: Automated assessment against CIS Controls

Cost: Free (Lite) or $3,650/year (Pro)

Recommendation: Technical tool, requires IT expertise
Have I Been Pwned

URL: https://haveibeenpwned.com

Purpose: Check if your email/passwords have been

exposed in breaches

Cost: Free (paid API available)
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Recommendation: Everyone should use this regularly
Vendor Evaluation Resources
Gartner Magic Quadrant Reports

URL:

https://www.gartner.com/en/research/magicquadrant

Focus: Vendor evaluation across technology categories
Cost: Individual reports $495-2,000 or subscription
access

Recommendation: Valuable for major technology

purchases

G2 Reviews

URL: https://www.g2.com

Focus: Peer reviews of business software

Cost: Free

Recommendation: Good for initial vendor research
TrustRadius

URL: https://www.trustradius.com

Focus: Enterprise technology reviews

Cost: Free
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Recommendation: More detailed reviews than G2
Emergency Resources
Incident Response

CISA Incident Response Resources

URL: https://www.cisa.gov/incident-response

When to use: During or after security incidents

Services: Incident reporting, response guidance,

emergency assistance
FBI Cyber Division
Phone: Contact the local FBI field office

When to use: For serious cybercrimes, particularly
ransomware

Services: Investigation assistance, victim support

Cybersecurity and Infrastructure Security Agency

(CISA) Emergency Communications
Phone: 1-888-282-0870

Email: central@cisa.dhs.gov

When to wuse: Critical infrastructure incidents,
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significant cyberattacks
Services: 24/7 emergency response coordination

Breach Notification Resources

State Attorneys General's Offices

Purpose: Understanding state breach notification
Requirements

When to use: After discovering a data breach
Note: Requirements vary by state

Identity Theft Resource Center

URL: https://www.idtheftcenter.org

Phone: 888-400-5530

Purpose: Breach notification guidance and victim
assistance
When to use: Planning breach response or supporting

affected individuals
How to Stay Current

The cybersecurity and IT landscapes evolve rapidly. Here's

a practical approach to staying informed without being
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overwhelmed:
Daily (5-10 minutes)

e Read one security news source (The CyberWire

Daily podcast or newsletter)

o Skim headlines from Krebs on Security or similar
Weekly (30-45 minutes)

o Listen to one security podcast episode

e Review CISA alerts relevant to your industry

e Read one longer-form article or blog post
Monthly (1-2 hours)

e Review your organization's security metrics

e Read one industry report summary or chapter

e Attend one webinar or virtual event
Quarterly (2-4 hours)

e Review one major industry report

e Conduct internal I'T/security review

e Update your knowledge on new threats and trends
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Annually (8-16 hours)
e Read one book on security or IT management
e Attend one conference or multi-day training

e Conduct a comprehensive review of your IT

environment

Recommended Learning Path for Business

Leaders

If you're new to IT and security, consider this phased

learning approach:
Phase 1: Foundation (Months 1-2)
Focus: Understanding the basics
1. Read this book completely
2. Subscribe to The CyberWire Daily podcast
3. Read the executive summary of the Verizon DBIR
4. Complete the IT Health Assessment (Appendix A)
Phase 2: Framework Understanding (Months 3-4)
Focus: Security frameworks and structure

1. Review NIST CSF Framework Overview
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2. Review CIS Controls Executive Overview

3. Read "Cybersecurity Is Everybody's Business."

4. Begin following Krebs on Security blog
Phase 3: Depth and Application (Months 5-6)
Focus: Applying knowledge to your environment

1. Conduct a formal security assessment using NIST or

CIS

2. Read IBM Cost of a Data Breach Report

3. Begin listening to the Darknet Diaries podcast

4. Review industry-specific compliance requirements
Phase 4: Advanced Understanding (Months 7-12)
Focus: Strategic security leadership

1. Read "The Phoenix Project."

2. Attend one security conference or multi-day training

3. Join a relevant industry association

4. Establish a quarterly security review process

Ongoing: Maintenance
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Focus: Staying current

1. Maintain a daily/weekly information diet (podcasts,

news)
2. Read one security book annually
3. Attend one major event annually

4. Participate in peer groups or industry associations
Final Recommendations

Start small: Don't try to read everything at once. Pick 2-3

resources that match your immediate needs.

Be consistent: Daily 10-minute investments compound into

significant knowledge over time.

Apply learning: The goal isn't to become a technical expert
- it's to make better decisions. Apply what you learn to your

environment.

Share knowledge: Discuss what you learn with your IT team

or MSP. Their reactions will deepen your understanding.

Stay curious: Technology evolves constantly. Embrace

continuous learning as part of IT leadership.

Appendix C Summary

183



Nolan Garrett

This resource guide provides:

e Curated, high-quality resources across multiple

categories
e Practical time investment estimates

e Clear recommendations for when and why to use

each resource
e A structured learning path for business leaders
e Tools for ongoing education and staying current

Remember: The goal is informed decision-making, not
technical expertise. Use these resources to build the
knowledge foundation you need to lead IT effectively in

your organization.
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Where TorchlLight Fits In

(A Soft Honest No Pressure Note)

TorchLight was built around the principles you have just

read.

Not because they sound impressive. Not because they make
for strong marketing copy. But after years in this industry,

we came to a simple conclusion.
It is the only way stable and secure IT actually works.
Everything we do is grounded in discipline.

e Standards are enforced across all clients.

e Documentation that lives beyond any one technician

e Security-first thinking that protects the business, not
just the devices.

e Real-time monitoring with real human oversight.

e Backups that are tested, not assumed.

e Clear roadmaps that connect technology to business
goals.

e Structured processes that create consistency.

e A support model built around people, not ticket

numbers.

185



Nolan Garrett

e And perhaps most importantly, a belief that IT

should feel simple, safe, and almost boring.
Calm technology is healthy technology.

Our clients do not stay because they are locked into
complicated agreements. They stay because something

changes.

The noise decreases.

The uncertainty fades.

The tension around technology disappears.
They feel protected.

They feel informed.

They feel like someone is finally looking at the entire

environment instead of just responding to the next alert.

If you already have an IT partner you trust deeply, then this
book has likely helped you validate that trust. That is a good

outcome.

If you do not, then you now have clarity. You know what to
ask. You know what to look for. You know what healthy
feels like.
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And if at any point you want a conversation, not a pitch, just

a conversation, TorchLight is here.

A brief call.

A simple assessment.

A second opinion.

Whatever helps you move forward with confidence.
Your business deserves stability.

Your team deserves safety.

And you deserve to close your laptop at night knowing your

technology is quietly doing its job.
Thank you for reading.

You now know what good IT looks like.
What happens next is in your hands.

TorchLight
info@torchlight.io
https://torchlight.io
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About the Author

Nolan Garrett has spent more than two decades at the

intersection of technology, security, and leadership.

He did not enter the IT field chasing trends. He built his
career by solving real business problems. Early on, he
recognized that technology only creates value when it is
aligned with strategy. That belief has shaped every role he

has held since.

With formal education in computer science, Nolan
developed both the technical depth and the executive
perspective required to lead at the highest levels. He
understands systems. He understands risk. And just as
importantly, he understands how decisions made in the

server room affect outcomes in the boardroom.

Over the course of his career, Nolan has served as both Chief
Information Officer and Chief Information Security Officer
for high-profile organizations. In those roles, he has led
infrastructure transformations, strengthened cybersecurity
programs, and modernized operations without losing sight of

business objectives.

His leadership style is steady and pragmatic. He focuses on
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building strong foundations, enforcing standards, and
creating environments where innovation can happen safely.
Rather than chasing every new technology trend, he

evaluates what truly adds value and what simply adds noise.

Nolan is known for translating complex technical topics into
language executives can understand and act on. He has
advised leadership teams on risk assessments, compliance
initiatives, incident response, and long-term digital strategy
planning. His work has helped organizations reduce risk,

improve performance, and operate with greater confidence.

In addition to his executive roles, Nolan is a frequent speaker
at industry events, where he shares practical insights on
cybersecurity discipline, risk management, and building
resilient IT environments. His perspective is grounded not in
theory, but in lived experience across years of real-world

challenges.

This book reflects the same philosophy that has guided his

career.
Technology should not create anxiety.
Security should not rely on hope.

Strong IT should make business feel calmer, not more
complicated.
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