
Advisory Services

Our Advisory Services provide a 
clear understanding of your 

organization’s risk and 
exposure to cyber attack, the 
level of preparedness and the 
impact it could have on your 

business.

Security Consulting

Our Security Consulting team is 
committed to providing a 
security-first consultative 

service, which enables 
alignment of technology and 
business goals & outcomes.

Engineering & Implementation

Our team brings project 
management and engineers to 
execute on the plan to ensure 

delivery of the business 
outcomes.

Professional Security Services
I.T. Security Design & Compliance
For over 17 years, TorchLight has been a leader in information technology and information security 
throughout North America. Recognized by Forbes Magazine with placement on the prestigious Forbes 
Technology Council since 2019, we aim to create IT service and security outcomes that match not only the 
goals of your organization but meets the challenges of today and tomorrow.

Torchlight’s security consulting services include a full suite of Audit and Assessment services to gain a better 
understanding of your current I.T. and I.T. Security posture. We work together to build roadmaps that ensure 
the future health of the business and engineers that can deliver results and performance of the plan. With 
additional I.T. Security testing services, we can provide compliance reporting and attestation services.  
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Advisory Services
Virtual Chief Information Officer (vCIO)
Torchlight partners with clients to guide the short term and long 
term development of the Information Technology function with 
the business. A vCIO performs the same functions as a full time 
CIO, while only using a fraction of the time and leveraging our 
long term experience.

Virtual CISO (vCISO)
A comprehensive solution focused on information security for 
organizations with a higher level of complexity and compliance. 
A fractional cost approach delivers value and execution without 
the long term expense to the organization.

Interim CISO / On Demand CISO
A CISO engagement to run your security program month to 
month while a new CISO is recruited. On-Demand solutions 
provide a CISO function when required via pre-purchased block 
of hours the organization can utilize when required.

Self Service CISO
Access to Torchlight’s diverse set of audit, assessment and 
compliance templates to utilize for your team.



Ransomware Gap 
Assessment

Risk Assessments Compliance and 
Audits

Penetration 
Testing

The Ransomware Gap Assessment (RGA) 
identifies security objectives from the NIST 
Cybersecurity Framework (NISTIR 8374) that 
supports preventing, responding and recovering 
from ransomware events.

Customized assessments help clients 
understand potential options and strategies for 
managing these risk to a level that works for 
their business continuity. Our assessment 
services include HIPAA, SWIFT, GLBA, FERRPA 
and more.

Our certified Auditors will work with your team 
to evaluate the state of your organization as it 
relates to all areas required by either HIPAA, 
FFEIC, GLBA and other requirements as needed.

Torchlight offers both internal and external 
penetration tests which are simulated cyber 
attacks against your entire network/websites/
domains/ to scan for exploitable vulnerabilities 
and security risks.

Security Consulting

M365 Security & 
Licensing Consulting

Microsoft M365 licensing and security options can be both complex and complicated. As a Microsoft Gold 
Certified Partner, we understand the nuances to licensing and implementation. We can review your 
current tenancy and recommend best practices for your implementation, and we have M365 Licensing 
Management and Secure Score Monitoring as part of our Managed & Secured IT Solutions.

The average cost of a data breach in 2024 is $4.88 million. (IBM 
Data Breach Report 2024)$4.88M

Engineering and Implementation
From small implementations to large scale projects and migrations, we are committed to 
developing and implementing solutions with a ‘security first’ approach. We are here to help 
guide your organization through the design, development and implementation of your 
security infrastructure regardless of size.

Our team has specialized experience in the management and implementation of highly 
complex projects. If your organization is looking to upgrade your infrastructure, consolidate 
an acquisition or relocate your business, we are here to guide you through the process from 
concept to execution.

www.torchlight.io • Spokane • Seattle • New York City • Atlanta • Los Angeles • San Jose • Dallas • Chicago

Contact us today for a free security consultation! 1.833.761.0695 • sales@torchlight.io


